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This research paper provides information on a strategy used to hide data inside images to 

protect data from attackers. This encryption of data within an image is commonly known as 

Image Steganography. This implementation was done with the help of MATLAB. The 

proposed system hides data inside the image using the LSB (Least Significant Bit) process. 

The results show that the original image is similar to that of the Stego Image which does not 

attract the attention of the criminal that something is hidden under it which is a great 

advantage of this process. In the proposed system, we have introduced the encryption key 

also known as the Stego Key and LSB methods that improve system security. 
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1. Introduction 

With the rapid development of technology, the use of 

transmission methods is increasing. “As the IT sector grows, 

more and more confidential information will be sent using the 

transfer method. These types of data require some form of 

security to be transferred to a medium that can be provided 

with various techniques such as cryptography, authentication, 

steganography, and much more. Our research focuses on 

steganography which means putting one type of data in one 

place or another. In other words, steganography means hiding 

one type of data from the same type of data or another. The 

main advantage of steganography over other techniques is that 

it does not capture the attention of the participant as it is very 

difficult for them to trace that certain data is hidden within 

another path and cryptography means converting data into 

another method by distorting the data. in another case. In this 

program, the concept of steganography imagery is integrated 

with encryption technology to improve data security. There are 

many strategies to achieve this, but the proposed system uses 

the LSB method to encrypt the data inside the image and 

continues to use the Diffie-Hellman encryption algorithm to 

encrypt the data which makes the system more secure. In 

short, the proposed program is a combination of Image 

Steganography and Cryptography. 

 

2. Image Steganography: 

Image Steganography is about hiding data inside an 

image. Image Steganography is mainly divided into three 

strategies. Spatial Domain 

1. Frequency Domain 

2. Masking and Filtering 

 

 
Figure 1: Image Steganography Techniques 

 

Spatial Domain: Spatial Domain is the main technique 

that is used for hiding the contents of data into image. It uses 

the pixels intensity to hide the data within an image. It can be 

performed in many ways. 

 

But LSB (Least Significant Bit).  Dependent is the main 

technique that falls  under  spatial  domain.  It hides the data 

within the pixel values without any change in the original image 

[1]. It is further divided into three parts.” These are LSB 

Replacement, LSB Matching and Matrix Embedding.

 

 
Figure 2: Spatial Domain Techniques 
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LSB Switch:” In this case, the encrypted message is 

replaced with the LSB pixel. This process works by converting 

fragments where LSB fragments are found [2]. 

 

LSB Match: It is an improved version of the LSB switch. It 

works by random deletion and increases the number of pixel 

covers [3]. Matrix Embedding: Uses debug method to embed a 

message in the first image. Bits are randomly embedded that 

increases the speed of the strategy. 

Frequency Domain Steganography: This type of Image 

Steganography is usually done in a JPEG file format. In this 

case, the data is converted by image coefficients which 

increase the ability to hide information and provide additional 

data protection. It is also divided into three categories. “These 

are DWT (Discrete Wavelet Transformation), DCT (Discrete 

Cosine Transformation), and DFT (Discrete Fourier 

Transformation).”

 

 
 

Figure 3: Frequency Domain Techniques 

 

Different Wavelet Modifications: In Discrete Wavelet 

Transformation, the function is obtained from time to time 

which takes the average value as zero [4]. 

Unique Cosine Transformation: In Discrete Cosine 

Transformation, Cosine Transformation is used that converts 8 

* 8 pixel block size to cosine 64 coefficient. Each 8 * 8 block 

has a value of F (x, y) as a coefficient of F (u, v) 

Discrete Fourier Transformation: “In Discrete Fourier 

Transformation, the image is divided into cosine and sine 

values. Time and space information is converted into a 

frequency domain [6]. 

Masking and Filtration: This technique is applied on 

images which are in gray scale. This technique hides 

messages in significant areas not in the noisy part of an image. 

Diffie-Hellman Encryption Algorithm: This algorithm is 

used to encrypt the data that is convert plaintext to cipher text. 

It is an algorithm that is based on exchanging the keys 

between two parties. It is an example of Asymmetric 

Encryption.” This algorithm was discovered by Whitfield Diffie 

and Martin Hellman. Hence, this algorithm got its name from 

the last name of their developers. 

Algorithm III Used: In this system, the algorithm was 

proposed on both sides of the sender side and the receiver 

side. The following is the sender-side algorithm. 

On the sender's side, in the first step, the text file (private 

message) is encrypted with the help of the Diffie-Hellman 

Encryption algorithm using the secret key. The data is then 

converted into a binary form. During these steps, the image 

cover is also converted to binary form. Then this binary data 

with a secret message and cover image is exchanged using 

the Less Insignificant Bit process and a stego image is created 

that contains confidential information inside it. This algorithm is 

used on the sender's side when data is transferred to the 

transmission point to the recipient.” 

 

 

 
Figure 4: Algorithm Used at Sender Side 

 

On the recipient's side, “the recipient receives a picture of 

stego and in this photo the recipient receives a private 

message sent by the sender. The pixels of this stego image are 

first converted to binary form so that the Slider Keyboard can 

record the message from the image. After that, the encrypted 

data and the cover image are separated from each other. Then 

the binary type of confidential information is converted to ASCII 

form and the binary type of image is converted into pixels. 

Finally, encrypted text is encrypted with the encryption 

algorithm using the secret key used during encryption.” Then 

the cover photo and private message are removed. 
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Figure 5: Algorithm Used at Receiver Side 

 

3. Results:  

“The proposed System helps in hiding confidential 

information from the intruder. The system is tested on 30 

images and result shows that the data is successfully 

embedded into an images and retrieval of data takes place 

after applying a secret key. Figure 7 to Figure 12 shows the 

output given by the proposed system". 

 

  

Step 1: Encryption of Message: In this step, the message is encrypted with the help of Diffie-Hellman Encryption algorithm. 

 
Figure 6: Encryption of Message 

 

 

Step 2: Selection of Canvas Image: In this step, a cover image is selected under which a secret message is enclosed. 

 
Figure 7: Selection of Canvas Image 

 

 

 

 



Volume-03, Issue-11, November-2018                                                                         RESEARCH REVIEW International Journal of Multidisciplinary 

RRIJM 2015, All Rights Reserved                                                                                                                                     1334 | Page 

Step 3: Selection of text message file: In this step, the file is selected in which our message is written. 

 
Figure 8: Selection of text message file 

 

Step 4: Enter encryption Key: In  this step, an encryption key value is selected which lies  between 0 to  255. 

 
Figure 9: Enter Encryption Key 

 

Step 5: Retrieval of Message: This step is performed at receiver side where the receiver enters the file name which contains an 

image having message. 

 
Figure 10: Retrieval of Message 
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Step 6: Enter Decryption Key: In this step, the receiver mentions the decryption key to decrypt the message. If the key matches 

with the encryption key then the message will be retrieved. 

 
Figure 11: Enter Decryption Key 

 

Step 7: Hidden Message is retrieved: At last, when key matches the secret message will be retrieved. 

 
Figure 12: Hidden Message is retrieved 

 

The result shows that the message was successfully recovered without data loss. The result is a success due to the integration 

of Image Steganography with an encryption key that enhances system security. 

 

Table 1: Results comparison 

Types of Techniques PSNR MSE 

Image Steganography System 60.21 db 0.322 

Proposed System 62.56 db 0.119 

 

The above table revealed that if only image steganography is 

applied then its PSNR (Peak Signal to Noise Ration) is less as 

compared with the proposed system but for good result it 

should be higher. 

  

However, the PSNR value of proposed system is higher with 

62.56 db whereas MSE (Mean Square Error) should be less for 

better results. Hence, the proposed system has less MSE. 

 

 

 

 

4. Conclusion:  

“A basic idea of the proposed system is to provide additional 

security for the data that will be hidden within the image. The 

system is being tested in 30 images and the results show that 

the proposed system is able to provide data protection. The 

program works on colored images and gives 100% results. The 

PSNR (Peak Signal to Noise Ration) value for stego image is 

62.56 db and the MSE (Mean Square Error) is 0.119.” The 

encryption key is a key feature in this program, if someone 

forgets the secret encryption key, then the system does not 

work. 
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