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Biometric acknowledgment is imperative technique for acknowledgment of individual as of
late. Biometric security, which is the safety issue resulting from capability and violations of
the layout details, is a frequent problem here. So as to deal with this issue, looks into have
suggested various calculations to be stood up to by biometric mechanisms' protection. In
this research, we use a watermarking innovation for improving the format security in
biometric verification. Two methodologies, such as the iris and hand vein, are used to
preserve the properties of vividness and constancy, as shown by. The following

developments are used in our suggested plan for incorporating iris details into hand vein
pictures using watermarking invention to boost format assurance in biometric recognition: 1)
pre-preparing of iris and hand vein pictures, 2) Iris structure extraction, 3) Vein extraction, 4)
Iris example implanting of vein pictures based on district of interest, 5) Storing mounted
pictures. The iris illustration is derived from the mounted image during the acknowledgment
point, and then the coordination is completed with query pictures. The item rule-based score
level composition specifies the final validity inference. The implementation is performed in
MATLAB, and the method's show is analyzed with FRR, FAR, and accuracy.

1. Introduction

Excessive use in electronic transactions, as well as the
negative effects of extremism, have intensified the use of
human authentication. To satisfy the need, people are now
turning to biometric principles[1].

A pattern recognition system uses a person's distinctive
physical features to recognize and validate him or her[2].
Recognition and verification are two main classes of activities
that apply to a biometric method[3]. Various characteristics are
taken into account in biometric methods, including
face features, hand veins, way of walking, keystrokes, odor,
ear, fingerprint, face, hand geometry, retina, palm print, iris,
accent, and sign[4]. When paired with conventional
validation systems, biometrics shows promise as a valuable
method for ensuring legitimacy/[5].

One of the most deep problems with biometric systems
and information is their vulnerability to privacy concerns and
adversarial attacks. As a result, rather than using basic
documents, full proof techniques for storing biometric models
must be used[6]. In biometric systems, approaches based on
template use worldwide computing to remove
characteristics after resizing a sub-image from the initial tactile
image[7]. Using a function extraction system or mainly credited
algorithms, a biometric prototype can be generated[8]. Using
watermarking methods, such biometric models could be stored
safely and efficiently secured[7]. Biometric watermarking
appends biometric information in electronic product, allowing
a person to communicate with online technology[9]. While
using an embedding algorithm which is key based and a faux
pattern, virtual watermarks can be primarily incorporated into
the original information as a modified digital signal, greatly
enhancing protection[10]. Watermarking is the practice of
adding critical facts that people are unable to remember. If the
template is hidden behind other biometric representations, it
will guarantee multi - modal user verification[11]. By inserting
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confidential knowledge in the source code, it can be used to
secure intellectual property rights[12]. Nevertheless, it is
supposed to be resistant to certain biometric device
threats[13]. The least significant bit (LSB) technique, in which
the least significant bits of pixels are substituted for data
encrypting, is the most commonly used watermarking
technique[10].

Nevertheless, he growing need for authentication has
necessitated work into creating irreversible, irreproducible
biometrics. Human iris is another of these biometrics. Visual
characteristics like circles, furrows, feckless and corona are
used in iris detection. [14]. Iris identification has proven to be
difficult because of the higher degree of random events in
certain functions. Better precision could be obtained by
incorporating additional human characteristics, particularly
poking veins and hand backs, that are richer in veins than
fingertips, according to new advancements in infrared method.
As a result, hand vein identification is among the remote fields
of biometric security science[15].

Hand vein patterns are observed to be unique
among people and to continue for years in a person's life[16].
This vascular patterns are intricate, necessitating the creation
of multiple sets of characteristics to guarantee adequate
personal recognition[17, 11]. From the literature survey, [3], [4],
[18], [19], [20], [21], [10] and [22], The developers talked about
different template authentication protocols and how important
they are for biometric template safety. In addition, we
discovered  whicha reliable  biometric  identification
methodology is needed for template security. The following
are the article's key contributions :

) To ensure the protection of biometric security models,

we suggest a safe watermarking system.

I) During the recognition process, the implanted iris

prototype is retrieved and matched using
the algorithm that is suggested. The following is the
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layout of the article's reaffirmation: The suggested
technique for implanting iris data with hand vein
pictures is presented in second section. The
study findings are discussed in third section, and the
article is concluded in forth section.

2. Suggested watermarking technology on inserting iris
data to HND vein images

The objective of the biometric recognition method is to
enhance template security by using watermarking
methodology to insert iris data into hand vein photographs. The
following measures make up the planned methodology for
implanting iris data into hand vein photographs utilizing
watermarking method, i) Pictures of the iris and hand veins
were preprocessed, ii) iris template extraction, iii) Vein
extraction, iv) Iris patter is embedded in vein photographs
depending on the area of importance, v) Storing embedded
images.

(i) Irish Image Pre-processing and key generation

Pre-processing is the first phase of our
suggested approach, in which iris images are obtained and
processed to obtain the iris key. The detail relevant to the iris
component is extracted from the whole frame by corresponding
translation.

a) Iris Localization

Nonetheless, optimization is considered efficient when the
amount of pixels missing within the circular perimeter is
kept minimized. Since the pixel values within the circular
perimeter is reduced, calculation is quick and simple. The
differential image's spikes can then be localized using non-
maximum repression. Using a surface overlaps across two of
its eight neighborhood associated pixels, the mechanism of
non-maximum repression on a pixel with its differential
imread(x, y) and direction theta(x, y) may be renowned. The
pixel value of a point at (x,y) can be said to be maximal if it is
not less than the pixels obtained from the two points of
intersection. The poor edges that are under a particular target
value and are not associated with an edge which is above the
strong case by a chain of pixels being above the low threshold
are then removed using amplitude threshold method. To
execute the feature extraction method, the iris and pupil
parameters are defined. The integro-differential regulator
introduced by Daugman can be used to evaluate these
parameters and radii. It's written as a formula(1) as

d
Gy (1) * —f r,a0, b0

I(a,b
max(r, a0, b0) (Zam") ds (€Y)

ar

As a result, the above user scans the gradient image
together with the boundaries of circles with large radii, acting
as a circular detection algorithm. The maximum number, which
can be estimated depending on the probability of all circles,
can be used to measure the centers and radii of the circles.
Hough transition is synonymous with a few problems. They are
predefined threshold calculation by trial and error and
calculation expansion. For each quest point and radius, eight-
way synchronous points in the circle can be used to address
these problems. Since eyelashes are not included in the iris
key, the threshold definition may be used to separate them,
and these pixels are labelled as noisy pixels.
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b) Image Normalization

Normalization is the next step after iris segmentation in
order to obtain an iris key and compare them. Unpacking the
iris and converting it to polar counterpart are the two stages in
the normalization procedure. Daugman's rubber layer
system may be used for this. The coordinate system is fixed to
the pixel's middle, and the points are translated to polar scale
utilizing a rebinding algorithm. The following equation shows
the updated variant of the system(2) as follows.

R=.Jx B+ f2 —a— R} (2)
The iris radius is defined by R;.
o= a? + b2

by
B = cos [n’ — arctan [a_] - 9]

The picture's circular and angular resolutions are set to
100 and 2400, respectively. In the polar scale, each iris pixel's
equal location is calculated. To deinterlace the normalized
image to the actual image's dimension, the "interp2" feature is
used. By splitting NaN, that is produced by the sections in the
normalized image, by the number of the parts, a normalized
value can be calculated.

¢) Encoding

The method of removing the much more special attribute
in the iris pattern is referred to as iris key generation. Just the
phase data from the clatteris used since the given phase
adjustments are not dependent on the image contrast. It is not
utilized because  amplitude datais based on not
SO appropriate variables. Phase details can be derived using
2D Gabor wavelets, in accordance to Daugman. It calculates
that core area the corresponding phasor belongs to. The
following equation can be used to do this(3).

H{REJ Im} = sgn{Rerlm}

2
Jp ol @)etano=0)p=(ro=p)2/a’ ¢ o /5zpdpd(b (3)
Based on its quadrant, H{Re, Im} has both a real and an
imaginary component, with 1 or 0 as constituents. By
segmenting a 2D normalized pattern into various ID wavelets
and convolving them with ID Gabor wavelets, the Gabor filter
could be utilized easily. Since Gabor filters fail to correctly
reflect higher frequency elements, log-gabor filters are better
than Gabor filters for representing normal. The LoG Gabor filter
can be written as follows in equation (4) below :

= Qogit /)Y’
P12 (logi®@ /i)

The Gabor - convolve function generates an integrated
value convolution output with a scale that is close to the
original Image's size. By applying dual elements to any pixel of
the image, the performance of Gabor-convolve can be used to
create an iris key. Based on the positive or negative sign of the
real and imaginary parts, each variable has a value of 1 or 0.
When an element's mogul is very thin, it's called a noise bit,
and it's incorporated with the noisy part produced from
normalization.

G(f) = 4
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(ii) Graphic pre-processing and feature extraction for hand
veins

An collection of infrared light-emitting diode (LED) and a
thermal camera are used to obtain photographs of the dorsal
hand veins. In order to minimize noise, the collected hand vein
image is first pre-processed.

Then, on the pre-processed hand vein image, add a mask.
The picture generated after camouflaging is the same size as
the input. Then, in the concealed picture you've developed,
look for values more than zero. Kirsch's template extraction
process is then used to remove the blood vessels from the
hand vein illustration. It rotates a single concealed pixel of a
hand vein image with a dimension of 3 x 3 in 45 degree
installments through all 8 directions to evaluate the intensity of
the edges. It is given by the equation (5) given below,

101
d
Kop = Maxg-1. g Z Z VVn(m)'Pa+n,b+m 5)

n=1m=1

Here, d is the 8 direction as shown next,
d = i D ) pt®y

Ultimately, the maximal magnitude in all directions for the
chosen mask pixel of an image is calculated. The next step is
to use a technique called local thresholding to distinguish the
front and rear of the hand vein picture. It differs from traditional
thresholding, which adjusts the threshold gradually as the
images progress. The pixels of the hand vein image whose
frequency components are well above a threshold are
considered front values, while the rest of the pixels are
considered rear values.

The technique's key concept is to calculate the mean m(x,
y) and variance v(x, y) of the points in each pixel's rxr
neighborhood. The differentiation is then carried out using the
formula (6) as a guide given below,

T(x,y) =m(x,y) + cXv(x,y)  (6)

Where, T(x,y) is the threshold, C is the coefficient of
correction.

The vein domain is defined as the pixel value underneath
the threshold. The local dynamic thresholding method's mean
and variance was determined using the equations (7) and (8)
below,

x+r/2  y+4r/2

Meatyy) = 27 £, %
i=x=r/2j=y=r/2
and
1 x+r/2  y+r/2
Variance,y,,y = =) 23, ®)

i=x-r/2j=y-r/2

Our method's variance is determined using the updated
equation (9) seen below,

1 x+r/2  y+r/2
U(x! y) = r_z (f(L!]) - m(x, y))Z (9)
i=x-r/2j=y-r/2
The duration of the calculated value by Kirsch's process is

determined here. It is then multiplied by the equation (10) given
below.,
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L =097XLength of blood vessel obtained (10)

Then set a threshold based on the pixel value you got.
Ultimately, the characteristics of the hand vein are chosen as
the pixel value underneath the threshold.

(iii) Embedding of iris pattern to band vein image

The steps for embedding an iris key into vein images are
mentioned below.

The watermark image is the hand vein image H, and the
source is the iris main image I(x, y) (x,y). The watermarked
picture Hw is the result (x, y).

The various steps in watermark embedding is

) The input watermark image H(x, y) is splitted into
smaller parts of size B "B2, B3...... Bn of size MxN. The
separated block is then ordered. The first wavelet coefficient
with positive step and a value underneath the threshold T(x,y)
is selected from the sorted block of the input image H(x, y).

II) Then one bit from the iris prototype J(x,y) is substituted
for the second LSB of the chosen block of the watermark
image H(xy). In the equation below, this mechanism is
represented(11),

CW(x' y) =

{LSB(CX (x,y) — I(x, y)ifphase(CW (x,y)) = 0) (11)
C,, (x,y)ifphase (CW (x, y)) <0

Where Cw(x, y) is the coefficient in block Bn' and T(x, y) is
the threshold for whether or not to inject the watermark bit.

A)All bits of the iris template J(x,y) can be implanted if the
number of bits in the iris template J(x,y) is less than the block
size in the hand vein graphic.

5) To produce the final stable watermarked hand vein
image, an IDWT (Inverse Discrete Wavelet Transform) is
added to the watermarked hand vein coefficient after
implanting all bits of the iris prototype J(x, y) in the hand vein
image. The method of implanting a watermark is illustrated in
the diagram below,

————
|8 ]
(IV). Using Score Level Fusion in the Recognition Phase

There are two main phases in the identification process.

The first step is to remove the watermark.

The watermarked image is used as reference in this
process, and the iris key and hand vein features are retrieved.
There are several steps in the watermark extraction process.

The source is a watermarked image Hw(x,y) with the scale

Hs(x,y) and the product is a restored watermark image Rw
(%)

Fig.1. Watermark Embedding
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1) The watermarked image is grouped into blocks based 3. Experiments & Results

on the inform.ation sub-band of the watermar_ked image. The B o 1 e
watermarked image's blocks are 2M -1x 2N -1 in scale. File—Edit= View Insest— ToolsDesktop: Window:Help ~
2) In every block, find the value below the T(x, y) threshold NEEHS M RAOUDEL- S| 0E | =D

that has the initial coefficient of positive step.

3) If the inserted pixel value is higher than the average
pixel value, pixel value 1 from the watermarked image is
removed; else, pixel value '0' is extracted. This procedure is
repeated until all of the pixels in the watermarked image are

equal to y in equation (12). i
1,Bi > B, 0<i<n
_ »Bi) ns
H = 12
s(xy) {O, otherwise (12)

4) To achieve the watermark image H(x,y), a matrix

equivalent to the length of the watermark image Hw(x,y) is L
generated and the retrieved pixels are put in it. Fig.1. Input Iris Image
The iris and vein images of an object are taken during the
identification process. The acquired iris image and hand vein B Figure2 I -

File Edit View Insert Tools Desktop Window Help ~

image are then pre-processed independently using the steps S i
g pre-p P Y using P NSRS b A UDEL- B 0H a0

described above. The iris key from the iris image and the vein
characteristics from the vein image are acquired during this P -
pre-processing phase. Even farther, we must equate the
received function with the functionality stored in the database
to determine if the source user is authentic or an imposter.
However, to enhance template security, the iris key is inserted
in the hand vein picture in the database. As a result, we must
distinguish the iris key and vein picture.

Step 2: Matching
It is now possible to calculate the distance between the iris
key produced from the input test image and the iris key

retrieved from the embedded image stored in the database. Di Fig.2. Input Iris Image in Double precision

is the distance between the input iris key and the retrieved iris

key from the embedded image. B Figure 3 e e B ]
Similarly, the vein image attribute derived from the IS £l Vi et ST N DSk o Wi o Help 2

implanted image stored in the database is compared with the DO kRO BEA- G 0H =D

pre-processed vein image of the same individual. Ultimately,
for the vein picture, a matching distance D: is calculated.
Furthermore, using the sum law, the two normalized similarity
distances Di is and DV ei are merged sequentially as seen in
equation (13) below,

MS = a * Diris + ﬁ * Dvain (13)

Here, ~»and B are two measured values that can be
calculated with the help of a feature. A blend of linear and
exponential functions is used in this article. If the cost of the

matching score is less than the threshold, the weight is Fig.3. Iris Image after applying Thresholding
allocated linearly; otherwise, the score is calculated

i - Y
as exponential weight age. The matching score is determined B igure 4 oniE g

by the value of MS. Individuals are eligible to join the scheme if

their matching score is higher than the threshold value, " : — ‘
otherwise they are disqualified. Dde b AROVLLA- 208 a0

Normalized IRIS image

File Edit View Inset Tools Desktop Window Help Ny

Fig.4. Normalized Iris Image
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r T Y
Bl Figure 5 —__ el I =T =
File Edit View Inset Tools Desktop Window Help N

_L]_H«B k N _\‘;.(r:"@!k\f{' [j I:I T@

Fig.5. Input Hand Vein Image

Fig.6. Image after Feature Extraction

B Figure 7 = | B )

File Edit View Inset Tools Deskiop Window Help ~

Ddde |k Rx0PRA- 2/ 08| =0

Fig.7. Image after converting Grayscale to Binary Image

Tools Desktop Window Help
LB EA- R ODE =D

Watermarked Image

T . [

Fig.8. Watermarked Image
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4, Conclusion

We, in this article, have introduced an effective biometric
acknowledgment framework for layout insurance. Here, We
utilized a watermarking technology to boost the format
insurance based on both the iris and the hand vein
mechanisms. The pre-handled iris image was separated from
the iris layout. At that point the highlights of the hand vein were
extricated. After this the separated iris format was inserted in to
the hand vein and put away in the database. In this way in
acknowledgment stage the iris format and hand vein highlights
were separated from the watermarked picture. At long last the
extricated highlights were coordinated with info question
picture. A formal validation determination was taken based on
the item rule-based score level mix. The results of the
experiment show that our suggested watermarking techniques
provide improved results with greater precision.

Different inquiry measurements will increase the precision
of our proposed strategy by improving the installing efficiency
and inserting field.
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