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Some risks, such as viruses, worms, root kits, etc., have been found to cause no apparent change in
the flow pattern on networks and can be recognized by matching the signatures via packet
inspection. They are thus beyond the scope of this project, and for this project work, their capture is
not included. It should be remembered, however, that these are effective weapons from which
miscreants cause other forms of attacks, such as DoS, scanning, port flooding, etc., causing
changes in flow patterns. Communication between the application and the IP is provided by TCP. It
establishes a 3-way handshake link, transfers information, and then disconnects it with a 4-way
handshake. The device does not send data after sending the FIN flag. The port remains open in
listening mode until the ACK against the FIN flag is received. If the port is not open during link
initialization, the device will send RST instead of sending ACK. During link termination, attackers
may use the half-open technique vulnerability or send RST instead of ACK while the connection is
being formed. In order to identify open ports, TCP scans are very common, which can subsequently
be exploited to cause cyber attacks. By breaking the TCP connection into a client-to-attacker
connection and an attacker-to-server connection, man-in-the-middle attacks can be enabled. In
TCP links, data loss or data delivery out of order due to network congestion contributes to
retransmission. In the case of anomalous cases, large numbers of malformed packets, duplicate

packets and retransmissions are found.

1. INTRODUCTION

In all aspects of our lives, computer networks have
collapsed, such as social networking sites, banking, shopping,
industry, education, travel, science, etc. Computer networks are
different systems that host a large number of software and web
services for computers. One vast network of interconnected
computers worldwide is the Internet. By using a variety of
protocols, these devices communicate via packet transfers.
Intelligent packet routing is a dynamic operation within a
network. Filtering, routing to neighbouring routers or subnets
and transformations are performed by routers. Network traffic
includes the flow of packets between two endpoints.

In view of the legal issues associated with the capturing of
live data, global scalability and smart routing, it is not possible
to get a full view of the network flow with the current
technology restrictions and resources available. The network
packets, however, are collected using different methods and the
study of the network packet flow is used to analyze
communication patterns on a computer network. Network data
is deduced from contact patterns.

Network flow data offers information on network activity,
configuration of the network and policy enforcement. For
management, accounting, network planning, monitoring
activities, investigations, troubleshooting of various network
problems, security, etc., computer network understanding is
essential. Different studies are conducted to meet these aspects,
and researchers create a connection between different
parameters of the network flow. The methodology and scope of
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analysis of network packets differs on the basis of the intent.
Protection, since it is a public domain, is a big problem with
the network. Sniffing, snooping, eavesdropping, botnets,
Distributed Denial of Service (DDoS) attacks, SQL injection
and many other kinds of security threats are vulnerable to the
cyber world. Stalking and intimidation, identification fraud and
theft, technological discovery, standard lead development
investigation, anti-pedophile  investigation, disciplinary
proceedings, company policy breaches, identity checking, alias
vetting, development of subject character, discovery of
accomplices, violations of probation, other court order
violations, cr cr.

Monitoring of the traffic across network and correct
examination of the content flow will identify any malicious
activities from security threat point of view in the cyber world.
The area of research for the present study is the control of the
network from a safety perspective. All network issues stem
from the stage of the packet. We need to go to the packet level
to better understand network problems and the related security
concerns. It is important to consider the theoretical connection
between the patterns of packet flow and the security issues
resulting from them. For data analysis, various methodologies
and techniques are used, including statistics, profiling,
behavior-based approach, sampling, visualisation and
computational infrastructures. Network packet capture can be
achieved using different methods. Each instrument has its own
applicability and limitations that need to be checked before
deciding on the study methodology.
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The framework for the conduct of the study has been
developed based on the above. In order to provide an overview
of different protocols that make communication possible, the
network traffic is first analyzed. In a network, the usual
patterns of packet flow are studied. To identify co-relationships
between them, variables such as protocol types, packet size,
flow rate, etc are studied. Using third party software,
experiments are carried out and the known typical attack
scenarios are simulated. During cyber attack situations, the
changes in packet flow are then observed and contrasted with
the ordinary patterns of communication. The packet flow is
also reproduced by the creation of simple network topology
using tools such as NS2 for network simulation.

2. METHODOLOGY

Computer networks are different systems that host a large
number of software and web services for computers. One vast
network of interconnected computers worldwide is the Internet.
By using a variety of protocols, these devices communicate via
packet transfers. Intelligent packet routing is a dynamic
operation within a network. Filtering, routing to neighboring
routers or subnets and transformations are performed by
routers. Network traffic includes the flow of packets between
two endpoints. Network flow data offers information on
network activity, configuration of the network and policy
enforcement. For management, accounting, network planning,
monitoring activities, investigations, troubleshooting of various
network problems, security, etc., computer network
understanding is essential. Different studies are carried out to
resolve these aspects and researchers create associations
between different parameters of the network flow. The
methodology and scope of analysis of network packets differs
on the basis of the intent. All network issues stem from the
stage of the packet. We need to go to the packet level to better
understand network problems and the related security concerns.
It is important to consider the theoretical connection between
the patterns of packet flow and the security issues resulting
from them.

3. SELECTION OF TOOL

o Network Sniffing Tools

Wireshark is a network sniffing device programme. It is a
packet analyzer for a network. Wireshark is a Gerald Combs-
designed open source protocol analyzer that runs on Windows
and Unix platforms. Originally, it was known as Ethereal.
Packets are captured and packet information are sent out. It can
collect network traffic, like wireless LAN, from distinct types
of network media. It is possible to convert the MAC address
and network address into names. Addresses for transport are
converted into protocols. More than 1100 protocols support it.
It dissects the architecture of various protocols. It is possible to
access the headers and other packet fields. Wireshark is a free
application for sniffing packets. Winpcap is used to intercept
packets, but only the packets on the networks enabled by
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Winpcap can be collected. This catches Ethernet, IEEE 802.11,
PPP/HDLC, ATM, Bluetooth, USB, Token Ring, Frame Relay,
FDDI network live network traffic. It is possible to
programmatically modify the captured file via the command
line. Using a view filter, a series of filters for personalized data
display can be refined. It shows all TCP resets, HTTP GET
requests, and all trace retransmissions. By installing wireshark
on the target machine and by accessing port 2002, remote
packet capture can be achieved. For packet sniffing and
analysis, software such as Wireshark, WireEdit, VisualEther,
PRTG and Colasoft Capsa can be used. To build statistics from
the pcap files, Xplico and Network Miner can be used.

Experiment - : Basic Understanding of Network

The initial data capture is performed from a broadband
internet network configuration where four devices are
connected via WiFi to the modem.

Laptop

iPad

Modem
L

iPhone-1

iPhone-2

Figure-1Network Setup for Basic Understanding of Network
Communication

For a period of twelve days, data capture using the above
setup is performed everyday for approximately 30 minutes. In
promiscuous mode, the network packet data is collected using
Wireshark. Using this setup, about 2GB of data is gathered.

4, RESULT AND ANALYSIS

Packet Capture Result and Analysis for Experiment

A network data flow is a traffic stream with a common set
of identifiers. A flow is defined by traffic that has the following
common parameter:-

» Source IP

» Destination IP

» Protocol

» Source port

» Destination port

Network packets are collected using software tools in the
present research work and network packet flow analysis is
conducted to analyze communication patterns in a computer
network. Communication patterns were analyzed and
tabulated in order to deduce information from the patterns in
communication. To evaluate total traffic figures, flow analysis
is used. To detect anomalous activities such as port scans and
Denial of Service (DoS) attacks, net flow analysis was also
performed (if present).
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The step-by-step review of the packets collected using the
experiment - 1 setup, during normal functioning, brought out
the following communication mechanism:—

> Between the modem and the router and also between
the modem and the different devices connected to the
modem, WiFi Authentication Modes are created.

» The devices use the Open Framework Authentication
Mechanism. The devices submit a management frame
for 802.11 authentications that includes their SSID.
AP tests the SSID of the client and sends back a
frame for authentication verification. Connecting the
device to the network. It was observed that this
authentication mechanism for connection was used
by the four devices connected to the modem through
WiFi.

A 2015-18-11.pcapng [Wireshark 1.124 (v1.12.4-0-gb4861da from master-1.12)]

Fle Edit View Go Copture Analyze Statistics Telephony Tools Inteals Help

Alternately, you can use the Shared Key Authentication
Mechanism. A request for authentication is sent to AP. AP
sends text from the challenge. The client encrypts the text of
the challenge and returns it to AP. AP decrypts and
authenticates clients if necessary. Connecting the device to the
network. The modem was connected using this authentication
mechanism to the service provider's router.

Protocols
The Statistics - Protocol Hierarchy is used in data
communication to see the percentages of different protocols.
Statistics - 10 Graphs are used to show time graphs of
protocol flow vs. for viewing plots of selected protocols in
network communication, various filters are applied.

co4Am s BEXS AesTFL(EIE QD @&EMBE B

Filter: v| Expression... Clear Apply Save

No. urce Destination
S 1mran. 1ocd 2U3.94.£83. 1V

Time
456 L1133V, UILEL0UUY
02.0 B simran. Tocal

Protocol
UNS

Length _Info ~
/0 SLANUAIU GUErYy UXDSZZ A UIS. W51 LICS 1. Lom

50 11: 76000

102, 7 simran. local
51 11:35:02. 068302000

simran. local ffo2::c SSDP
52 11:35:02. 083318000 simran. local 239.255.255.250 ubP
3 59.179.243.70 DNS

76000 simran. local

54 11 55000 simran. local

55 11:35:02.223925000

239.255. 255. 250 SSDP

70 Destination unreachable (Host unreachable)

554 NOTIFY * HTTP/1.1

582 NOTIFY * HTTP/1.1

1122 source port: 60542 Destination port: 3702
88 standard query 0x313b A bg.ds.sg.dl.ws.microsoft.com
70 Destination unreachable (Host unreachable)

simran. Tocal ff02::c UDP 1156 Source port: 60543 Destination port: 3702
56 11:35:02.239892000 simran. local 239.255.255.250 SSDP 175 M-SEARCH * HTTP/1.1
57 11:35:02.270993000 simran. Tocal ffo2::c SSDP 153 M-SEARCH * HTTP/1.1
58 11:35:02.271494000  simran.local 239.255.255.250 SSDP 139 M-SEARCH * HTTP/1.1
59 11:35:02.302095000  simran. local 239.255.255.250 550P 175 M-SEARCH * HTTP/1.1
60 11:35:02. 364825000  simran. local 239.255.255.250 S5DP 540 NOTIFY * HTTP/1.1
61 11:35:02. 365401000  simran. local ffo2::c SSDP 568 NOTIFY * HTTP/1.1
62 11:35:02.402677000 simran. Tocal ffo2::1:3 LLMNR 86 standard query 0x59d2 A isatap
63 11:35:02.403348000 simran. Tocal 224.0.0.252 LLMNR 66 standard query 0x59d2 A isatap
64 11:35:02.427235000 simran.local ff02::1:3 LLMNR 86 standard query 0x7d28 ANY simran
65 11:35:02.427650000  simran. local 224.0.0.252 LLMNR 66 standard query 0x7d28 ANY simran
66 11:35:02.431702000 192.168.1.1 224.0.0.1 IGMPV2 60 Membership Query, general
67 11:35:02.474054000 simran. Tocal 239.255.255.250 IGMPV2 46 Membership Report group 239.255.255.250
68 11:35:02.474272000 simran. Tocal 224.0.0.252 IGMPV2 46 Membership Report group 224.0.0.252
69 11:35:02.474447000 simran. local ff02::16 ICMPV6 110 Multicast Listener Report Message v2
70 11:35:02.489819000  simran. local 239.255.255.250 S5DP 538 NOTIFY * HTTP/1.1 Y

@ Frame 1: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface 0

@ Ethernet II, Src: 192.168.1.106 (24:fd:52:bl:cb:3f), Dst: IPvémcast_ff:01:e8:b3 (33:33:ff:01:e8:b3)

[ Internet Protocol Version 6, src: simran.local (fe80::3cde:99af:63a9:35d3), Dst: ff02::1:ff01:e8b3 (ff02::1:ff01:e8b3)
@ Internet Control Message Protocol v6

0000 33 33 ff 01 e8 b3 24 fd 52 bl cb 3f 86 dd 60 00

0010 00 00 00 20 3a ff fe 80 00 00 00 00 00 00 3c de

0020 99 af 63 a9 35 d3 ff 02 00 00 00 00 00 00 00 00

0030 00 01 ff 01 e8 b3 87 00 35 68 00 00 00 00 fe 80

0040 00 00 00 00 00 00 Oe d2 b5 ff fe 01 e8 b3 01 01
SA_£A B> ba b 2F

[¥7 | File: "F:\PktCapture\2015-18-11.pcapng" 440... | Packets: 2921 - Displayed: 2921 (100.0%) - Load time: 0:00.281
(=] p pcapng play

e o EIErd . “CosEERE:

Figure -2 Data Capture Window Using Wireshark for Experiment

Profile: Default

@)

Wireshark: Summary
-

— e T T ToTTpapTy
Length: 440718 bytes
Format: Wireshark/... - pcapng
Encapsulation: Ethemet

Time

First packet: 2015-11-18 11:35:00
Last packet: 2015-11-18 11:55:03
Elapsed: 00:20:02
Capture
0s: 64-bit Windows 8, build 9200

Capture application: Dumpcap 1.12.4 (v1.12.4-0-gb4861da from master-1.

Capture file comments

Interface Dropped Packets Capture Filter Link type Packet size limit
\Device\NPF_{4FD54C80-DDAA-4D40-8401-87990CBACAGE} 0 (0.000%) none Ethernet 262144 bytes

Display
Display filter: none
Ignored packets: 0(0.000%)

Traffic 4 Captured 4 Displayed ¢ Displayed % ¢ Marked 4 Marked %

Packets 2021 2021 100000% 0 0.000%

Between first and last packet 1202.451 sec

Avg. packets/sec 2429

Avg. packet size 117 bytes

Bytes 342224 342224 100000% O 0.000%

Avg. bytes/sec 284,605

Avg. MBit/sec 0.002

Help

€ 3}

Figure-3 Statistics - Summary of .pcab File
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A Conversations: 2015-18-11.pcapng - o IEE
| Fibre Channel | FoDI| 1Py 18] 1pve: 16 1px | 1x7a | e | rsve | scTe | TP 10] Token Ring | upe: 371 use | wian]
Ethernet Conversations
Address A « Address B 4 Packets ¢ Bytes  Packets A~B ¢ Bytes A~B ¢ Packets AB ¢ Bytes A—B ¢ RelStart 4 Duration ¢ bps A~B ¢ bps A—B «
192.168.1.106 IPvbmcast ff:01:e&b3 7 7 02 0 0 0000000000  927.0905 519 NA
192.168.1.106 Broadcast 13111706 131 11706 0 0 00102900 11751139 7969 A
192168.1.1 192.168.1.106 2111 191331 1081 109392 1030 81939 00351000 12024157 72781 545.16
192.168.1.106 IPybmcast_16 7 150 7 157 0 0 00373000 65681 191226 A
Pudmeast fc 192.168.1.106 8 400 0 0 & 4508 0036951000 11790578 A B9
192.168.1.106 IPvémcast 01:00:03 % 402 ™ 402 0 0 004300 174 2175 NA
192.168.1.106 IPybmcast ff:ag:35:d3 r m 1 ) 0 0 010361000 0.0000 NA A
192.168.1.106 IPvbmcast 02 2 m 2 132 0 0 0103734000 40000 26400 A
IPudmeast 01 192.168.1.1 4 250 0 0 s 2580 0555480000 1173.1887 /A 1759
192.168.1.106 IPvmeast 01 1 8 1 & 0 0 1103331000  0.0000 N/A /A
IPvamcast 02 192.168.1.106 4 s 0 0 4 184 1106658000 50947 NA 28893
IPudmeast Thfffs  192.166.1.106 143 44051 0 0 1 4051 1122675000 1179.9722 NA 20866
192.168.1.106 IPvémeast Oc 109 45625 09 4ses 0 0 113425000 11348617 32163 /A
192.168.1.1 Broadcast 2 131 2 1316 0 0 3780622000 11847159 889 A
192.168.1.1 IPvémcast 01 2 1% 2 156 0 0 4130661000  589.0203 212 NA
192.168.1.106 1PvBmcast 01:00:02 21 308 2 3108 0 0 416698000 9170759 2711 A
Pudmeast fb 192.168.1.106 54 5554 0 0 54 5554 571250000 11764236 /A Erh
Pudmeast TEfifa  192.168.1.1 53 20051 0 0 53 20051 209768617000 6192071 N/A 25905
PvBmcast_ff:06:76:28 192.166.1.104 10 0 0 1 78 302135760000 0.0000 NA A
192.168.1.104 Broadcast 3 16 3 126 0 0302482526000 20902 48225 A
IPudmeast fb 192.168.1.104 s 20 0 0 s 230 318722827000 4477827 /A an
192.168.1.1 IPvbmcast ff:29:35:d3 2 m 2 m 0 0 432170594000 4269016 2 A
192.168.1.1 IPvBmcast f:06:7F:88 4 4 4 0 0 567.730284000 3101511 887 NA
IPumeast fb 192.168.1.103 2w 0 0 2 200 569250573000 19834 NA 112939
192.168.1.103 Broadcast 8 6% 8 636 0 0500933433000 17786 286054 N/A
Pudmeast_fb 192.168.1.103 4 3 0 0 4 332 591.233047000  248.6904 A 1068
192.168.1.106 192:168.1.103 n o1 2 1120 1 658 631981738000 5401299 1659 975
192.168.1.1 IPvBmcast f£:65:395 1, 1 % 0 0838388004000 0.0000 NA NA
IPudmeast_fb 192.168.1.100 4 om 0 0 4 132 899212095000 129059 N/A 20580
IPvBmeast_fb 192.168.1.100 3 aw 0 0 3 420 899212097000 12.9059 NA 2035 ,

Name resolution [] Limit to display filter

Hep || Copy Follow Stream | | GraphA—B Graph A-B

A Packet Lengths with filter: tcp - g
Topic/ Item 4 Count v Average 4 Minval 4 Maxval ¢ Rate (ms) 4 Percent ¢ Burst rate ¢ Burst start ‘
) Packetlengths 355109 107212 54 1414 01364 100% 04800 2334146

0-19 0 = s = 00000 000%

20-39 0 . . . 00000  000% - .

20-79 185731 5732 % 7 00713 5230% 03400 36197
80-159 w71 wn @ 159 00009  068% 00900  1267.760
160-319 13597 21220 160 319 00052 383% 00800 365035
320639 30218 40241 320 630 00151 11.04% 01000 31657
640-1279 " M e 1278 00005 033% 00400 1793139
1280-2559 112062 141388 1280 1414 00434  3181% 01400 1013493
2560-5119 0 = s = 00000  000%

5120-4204967295 0 . . . 00000 000%

Copy Save As

Figure-5 Statistics - Packet Lengths of .pcép File

The .pcap files are individually reviewed and by using the above stated options in statistics of the wireshark, the figures
against the various parameters are consolidated in an excel sheet.

Table -1 Percentage of Protocols in Various .pcap Files for Experiment

Series Time Period (s) Pkts/s 1Pv4 TCP UDP IPv6
1 1778.935 133.966 99.68% 99.17% 0.27% 0.18%
2 1603.839 32.212 98.90% 97.30% 0.92% 0.62%
3 1202.451 2.429 86.65% 2.53% 45.91% 8.87%
4 1169.857 8.638 97.01% 91.01% 4.56% 2.38%
5 444.005 6.180 65.27% 12.24% 30.17% 5.14%
6 1854.107 142.596 99.68% 98.85% 0.53% 0.30%
7 1259.463 116.034 98.65% 97.68% 0.70% 0.90%

© RRIJM 2015, All Rights Reserved 151|Page



Volume-02, Issue-08, August-2017

RESEARCH REVIEW International Journal of Multidisciplinary

It is observed that for the packet capture files, using Experiment setup above, the percentage distribution of protocols has been
found to be fairly stable. Some fluctuations are expected in view of varying network activities. The data flow rate of more than 100
packets/ sec for the above network was observed during normal communication. The data capture that has been highlighted in red

120.00%
100.00%
80.00%
60.00%
40.00%
20.00%
0.00%

— Seriesl
Series2
T Series3
= Series4
— Series5
Series6

Series7

Figure-6 Plot of Percentage Distribution of Protocols for Table -1

in Table -1 depicts the network communication when there was disruption in internet connectivity.

Table -2 % Distribution of Packet Lengths for TCP in Experiment

TCP 80- 160- 320- 640- 1280-
S No Pkts 40-79B 159B 319B 639B 1279B 2559B
1 2,36,346 53.89% 1.14% 4.03% 11.86% 0.36% 28.72%
2 50,266 49.00% 0.46% 3.02% 8.75% 0.27% 38.51%
3 93 77.42% 0.00% 6.45% 3.23% 0.00% 12.90%
4 9,209 37.20% 4.50% 3.67% 2.20% 1.14% 51.29%
5 339 70.21% 0.59% 12.09% 4.13% 1.47% 11.50%
6 2,61,609 54.61% 1.09% 4.25% 11.94% 1.12% 26.99%
7 1,42,754 55.61% 0.42% 4.24% 11.77% 0.36% 27.61%
8 3,55,109 52.30% 0.68% 3.83% 11.04% 0.33% 31.81%
60.00%
50.00% -
40.00%
\ == Seriesl
30.00% / Series2
\ // Series3
20.00% \ / — Seriesd
10.00%
0.00% T T
1 2 3 4 5 6
Figure-7 Plot of % Distribution of Packet Lengths for TCP in Experiment
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5. CONCLUSIONS

Communication between the application and the IP is
provided by TCP. It establishes a 3-way handshake link,
transfers information, and then disconnects it with a 4-way
handshake. The device does not send data after sending the
FIN flag. The port remains open in listening mode until the
ACK against the FIN flag is received. If the port is not open
during link initialization, the device will send RST instead of
sending ACK. During link termination, attackers may use the
half-open technique vulnerability or send RST instead of ACK
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