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As living in the cyber era, we concede that twelve of new technologies have been brought into
the world consistently with the guarantees that creation of a human life be progressively
agreeable, advantageous and safe. In the backwoods of new technologies, mobile computing
is raised as a fundamental piece of human life. Ordinarily, mobile devices have turned into
the best allies in every day exercises. They have served us from the straightforward
exercises like diversion to the muddled one as business operations. As assuming the vital
jobs, mobile devices have the right to work in the environment which they can trust for
serving us better. Today cloud computing is broadly utilized in different enterprises. While
profiting from the administrations given by the cloud, users are likewise looked with some
security issues, for example, information leakage and data altering. Using trusted computing
technology to improve the security instrument, characterized as trusted cloud, and has turned
into a hot research subject in cloud security. Currently, virtual TPM (VTPM) is regularly
utilized in a trusted cloud to ensure the trustworthiness of the cloud environment. In any case,
the current vTPM conspire needs insurances of vTPM itself at a runtime environment. In this
article we will study about Virtual TPM and Computational Intelligence Scenarios for

Measuring Trust and Reputation.

1. Introduction

TPM is a hardware stage with encryption computing unit
and secure storage part. TPM is committed to PCs, servers,
printers, or mobile telephones to improve security in a
conventional and non-secure computing stage and to change
over them into trust environments. For mobile devices, Mobile
Trusted Module (MTM) alludes to this secure hardware chip.
TPM is the center segment of Trusted Computing Group (TCG)
which is a consortium of organizations: Compaq, HP, IBM,
Intel, Microsoft, AMD, and so on. The TCG requires three
Roots of Trust in a trusted stage: Root of Trust for
Measurement (RTM), Root of Trust for Storage (RTS), and
Root of Trust for Reporting (RTR). It has recently discharged
the TPM 2.0 library particular that gives a help to extra
cryptographic calculations, upgrades to the accessibility of the
TPM to applications, improved approval and the executives
instruments. As indicated by TCG, "particulars will detail how
the TPM can be executed in different stages through TCG
stage explicit determinations. These future particulars
incorporate the TPM Software Stack determination (TSS) and
separate details for PCs, mobile, embedded and virtualized
stages". In addition, by supporting assurance of cryptographic
keys, random number generation, cryptographically restricting
data to certain framework setup, fixing data in the arrangement
of the application and stage/application authentication, TPM
executes components and conventions to guarantee that a
stage has stacked its software appropriately. By ensuring the
framework at hardware level, TPM is otherwise called the
primitive security that permits reasonable authentication,
encryption, and network access to be executed on an
assortment of computing stages. It stores mystery keys to
encrypt data files/messages, to sign data, and so on.
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Figure 1: Architecture of Trusted Platform Module

2. Virtual Trusted Platforms

With the upside of virtualization technology, the assembly
between trusted computing and Vvirtualized computing
empowers a novel security method. With regards to virtual
environment, on the grounds that the physical TPM that is
connected to the fundamental physical machine can't validate
straightforwardly visitor OSs, it has been virtualized to give its
functionalities to each virtual machine (VM), which is running
on a solitary stage. This makes VM feel it has its very own
private TPM. Accordingly, by virtualizing, a solitary physical
TPM fills in as the Root of Trust which can be served by multi
virtual environments on the trusted stage. Hence, there are
diverse usage models for TPM virtualization. As we will see it in
the following subsections, typically the TPM virtualization can
be executed by relocating the real TPM to the virtual machines
or imitating the TPM in software. Table 1 exhibits the distinction
between the physical TPM (noted pTPM) and virtual TPM
(noted VTPM).
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2.1 TPM virtualization via Virtual Machine Monitors

This execution is proposed by numerous creators for the
migration of virtual TPMs (VTPMs) and their related VMs to
give secure storage and cryptographic operations. Berger et
al. (2006) [2] presented an architecture where the TPM's
determinations are accessible in virtual environment. Sadeghi
et al. (2008) [3] proposed a VTPM architecture, which is based
on Berger's approach, to enhance the viability and
appropriateness of VMM. It proposed a para-virtualized TPM
sharing the approach in which a physical TPM can be shared
among virtualized hosts. To upgrade the security, it conveyed
another vTPM key hierarchy by proposing an intermediate
layer of keys among pTPM and vTPM. In what pursues, we
present a short foundation on TPM virtualization in terms of
architecture and migration.

Table 1: Difference between pTPM and vTPM

S . Virtual TPM
Criteria Physical TPM (pTPM) (VTPM)
Endorsement Key (EK),
Storage Root Key (SRK), VEK,
Resources Attestation Identity Key (AIK) | vSRK,vAIK
and Platform Configuration and vPCRs
Registers (PCRs)
e Standardized by Trusted ImltaFe thg
Specifications Computing Group (TCG) functionality of
the pTPM
Low security
Security Trust anchor, high security level in.
level comparison
with pTPM
Operation One to one Multi to one
platform

a. VTPM architecture: Berger et al. designed a vTPM
architecture that empowers a physical TPM keep
running on systems running parallel multiple operating
systems. In this architecture, the vTPM chief is in
charge of multiplexing demands and making a visitor
VIPM example relating to its visitor VM with
configured TPM bolster. Each VvTPM case
impersonates the interface and functionality of the
hardware TPM. Figure 4.10 exhibits the nonexclusive
architecture of vVTPM.

b. VvTPM migration:vTPM migration protocol is
a standout amongst the most vital highlights on TPM
virtualization based VMM. To keep the right operation
of visitor applications, the vTPM must be migrated to
the comparing VM. A secure migration depends on
the TPM key migration offices which is bolstered by
the current TPM standard. It additionally requires
synchronizing VM-vTPM state amid the migration. It
presents vTPM migration method by utilizing hilter
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kilter and symmetric key. In the protocol, the territory
of VTPM is encrypted and bundled on the source
platform and decoded on the destination platform.

Rather than utilizing a migratable
TPM storage key, the authors proposed to utilize the
migration strategy in a trusted channel, which is utilized to
make a secret encryption key identified with the TPM on the
destination and to the arrangement of trusted computing base.
vIPM instances
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Figure 2: Architecture of virtual TPM

3. Computational intelligence: scenario for measuring trust
and reputation

So as to compute the trust based reputation for MCC,
particularly for cloudlet based architecture, distinctive methods
with high-positioning accuracy, for example, fuzzy logic
framework (FLS) and bio-inspired intelligence (for example ant
colony optimization) have been included.

3.1 Fuzzy Logic

Fuzzy logic framework (FLS) is a demonstrated scientific
idea. It has been considered as the numerical model of
ambiguity and imprecision which is originally proposed by
Professor Loftizadeh. Its essential idea has been spoken to in
numerous books. In addition, there are numerous specialists
who have connected this idea to their work to deal with the
vulnerabilities, ambiguities and deficient information related
with the trust estimation in cloud environment. Generally, FLS
is a standard based framework in which a numerical model
permits to take care of troublesome simulated problems with
assortment input/output parameters. Combined with the
linguistic variables, we can impersonate human basic
leadership based on the fuzzy control rules.
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Figure 3: General diagram of basic fuzzy logic functions

3.2 Trust and Reputation using fuzzy theory for Cloud
computing

Trust and reputation for cloud computing have recently
gotten a consideration of the examination network. In this part,
we highlight several past approaches identified with trust and
reputation assessment based fuzzy theory. So as to assess the
security a cloud service supplier, Mitchell et al (2015) [4],
proposed a fuzzy based approach that allows users to
determine the trustworthy of cloud service providers. The
trustworthiness of service providers and the readiness of users
are investigated as two important components for building the
trust model. This approach additionally takes the advantages of
fuzzy logic to manage the vulnerabilities related with estimating
trust. The authors demonstrated the viability of their approach
by the contextual analysis. Be that as it may, without utilizing
real dataset, this approach is less commonsense to assess the
trust and reputation. Thus, Wu et al. (2012) [5] present their
trust model to handle vulnerability, fuzziness and deficient
information in cloud trust reports. As indicated by the authors,
this approach will enable customers to determine the level of
trust that can be set on any cloud service

supplier. In framework and shared network environment,
Saeed et al. (2015) [6] connected fuzzy logic for proposing a
reputation model for trusting the executives, in particular FR
Trust. The target of this approach is to register a friend trust
level with a linguistic scale, for example, Low, Medium or High.
The authors think about the chain of trust like: "If A has trust x
in B and B has trust y in C, at that point A absolute necessity
have some trust z in C" to develop their model. In like manner,
nodes are assembled into various classes based on the
semantic likeness between their resources. In each gathering,
a super node will be in charge of trusting the executives.
Moreover, it built up a cloud model for trust assessment in
distributed network framework by separating the node trust into
reputation trust and transaction trust. The commitment of this
approach is to utilize a particular tectonic operation to pick up
the change from qualitative ideas to quantitative calculation.
With respect to portrayal of the vulnerability trust, the authors
have utilized the entropy (En) and hyper-entropy (He) values.
The previous is characterized as the level of vulnerability for
qualitative ideas. The last is referenced about the level of
vulnerability entropy. The following condition, for example,
speaks to the calculation of the trust assessment of n nodes in
the cloud.

T(Ex,En,He) = (w1 XT) @ (wy XT3) B ... D (w, X Ty)

Where w; ... w,are weight components of the relating trust
nodes

Tl(Ex EnyHel) Tn(Exannnr Hen)

1’
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The normal esteem Ex, En and He are determined as:

1
n—1

n
He = Z(Bia'i — Ex)? — En?
i=1

wherepi € [0, 1]is an interim scale to introduce the esteem
trust levels in trust space and ai means the season of
assessment between two nodes.

Since reputation based client criticism is considered as
abstract declaration, Liu at al. (2013) [7] proposed a fuzzy
logic based reputation to avoid out of line evaluations. To
enhance the accuracy of the assessment framework, the
creator thought about joining the fleeting, likeness and quality
parts of the client evaluations based on fuzzy theory into their
trust model. The authors isolated the included gatherings into
four distinct classes. Trusters are in charge of assessing the
reputation of elements known as Trustees. These Trustees
give the appraisals which are eluded as Witnesses. The
appraisals gave viewing to the substances as Testimonies. For
instance, the reputation (R) of trustee (1) is determined decently
as: Rz%where truster U of an online framework is
evaluating the reputation of | with a rating set{ry, ...
r;is a numerical integer value.

To assess trust of cloud service providers, Trust
Evaluation Service has taken client necessities and the
services' past execution result as input. The output is a
rundown of trust services. At that point, the customers can
choose the most appropriate service for their own motivations.
Albeit inclination rating can be survived, the disadvantage of
past experience was not referenced in this approach. For
instance, new service providers can't be considered because of
lacking of past benchmark values.

Tiy oo T'N}and

3.3 Ant Colony Optimization

Ant Colony Optimization (ACO) is a one of the swarm
smart methods. It is considered as a populace based meta-
heuristic that can be utilized to discover rough answers for
tackle optimization problems. As per the historical backdrop of
appearance, ACO has been proposed at first by Marco Dongo
and his associates in 1991, called Ant System. In 1997, the
main significant enhancement has been introduced likewise by
Dorigo Gambardella, in particular Ant Colony System. Max-Min
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Ant System, which has been presented by Stuzle and Hoos
(2010) [8], is another enhancement. The best practice for
understanding ACO is to take care of the voyaging sales rep
issue (TSM). The goal of TSM is to locate the most limited way
in a shut visit for connecting various nodes and every node is
visited once and just once. The term ACO mirrors the original
impulse of ant in characteristic world: the forward ant
investigates the way randomly to discover the food while
saving a chemical substance to make a pheromone trail that
allows different ants to follow a similar way. The arrival ants will
refresh the learning with their gathered information on the ways
they voyaged. In ACO calculation, development of ant
arrangements and refreshing pheromones are two important
components.

3.4 Trust models with ACO

Since bio-inspired computing has turned out to be
important for both the modern environment just as the logical
world, the motivation from swarm intelligence has acquired
some highly effective optimization algorithms. In this area, a
portion of the essential approaches identified with bio-inspired
computing have been exhibited. Amir et al. (2007) [9]
presented the half and half approach ACS-TSP joins with fuzzy
logic to enhance the performance of the algorithms and lead to
the quicker union to the ideal arrangements. As per the
authors, the ACO's parameter had settled values all through
the whole run. In this way, they proposed the approach to set
these values consequently and additionally change over the
keep running as indicated by certain performance measures. In
this approach, the input values of fuzzy system are the blunder
and change which are the performance measures. The output
values are two important parameters of ACO calculation,
specifically 8 and likelihood qO € [0, 1]. The previous alludes to
the heaviness of the heuristic information to the pheromone
trail. The last indicates the parameter that controls the
investigation against the misuse in the choice of ants. For
instance, the fuzzy principle can be communicated as: "On the
off chance that mistake is low and difference is medium, B is
Low". Therefore, the changed ACO calculation has turned out
to be more adaptable than the fundamental one. By a similar
token, they introduced the approach for dynamic fuzzy logic
parameter tuning in ACO. By tuning the a parameter, the target
of this approach is to maintain a strategic distance from or slow
down full assembly through the dynamic variety of a parameter.
In this approach, rather than taking the estimation of a
equivalent to 1 the same number of approaches did, the a
esteem is the output of fuzzy control, which the input are the
blunder and change of mistake. Also, fuzzy control can be
considered as the interpretation of outside performance
determination and perceptions of a plant conduct into a
standard based linguistic framework. For instance the standard
can be communicated as: "On the off chance that (mistake is
P) and (change of blunder is P) (a augmentation is N)".

In like manner, Shi et al. (2014) [10] proposed an ACO-
Based Trust Inference calculation to discover trust chain
between two nodes in informal organizations. In this approach,
coordinate trust and trust anchor are utlized to ascertain
backhanded trust an incentive between two nodes. The authors
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determined the deduced trust (Tis) between node | and s
based on the edge TMIN and the trust esteem (Tij ) of node |
and j from the adjusted condition:
T = Yjen (0, Ty = Tonin (Tyj X Tjs)
' Yien D, Ty = T Ty

Biswas et al. (2012) [11] have connected ACO to design
an ant colony based trust model for assessing trust values of a
mobile substance in mobile impromptu network (MANET). As
per the authors, the node is considered as a trusted checkpoint
that will never be a noxious or selfish node. This node likewise
has low failure, rate of security assaults and high accessibility,
positive reference to different nodes. So as to choose a
particular node as trusted or malevolent, the previous has the
expanding stored pheromone esteem while the last gets the
less esteem. The briefest way among source and target nodes
is picked if there is more than one way which comprises of
multi-trusted nodes and high pheromone values. Fuzzy-based
trusted ant routing protocol (FTAR) is another approach in
MANET Srinivas and Siba (2011) [12]. In this approach, the
authors have utilized the dropped parcel and time-proportion
parameters as the input of fuzzy logic to figure the trust an
incentive for recognizing trusted and pernicious nodes. They
accepted that forward ant (fwa) and in reverse ant (bwa), a little
parcel with one of a kind arrangement number to counteract
copy bundles, are utilized to investigate the visit. Nonetheless,
fwa will be pulverized when it achieves the destination node. At
that point, bwa is made for sending back to the source. Here,
the authors asserted that their approach can maintain a
strategic distance from the dark gap, dim gap or particular
assault by choosing trusted node which is the output of fuzzy
logic.

4. Conclusion

Hardware virtualization has delighted in a fast resurgence
in recent years as an approach to diminish the all out cost of
responsibility for systems. This resurgence is particularly clear
in corporate data centers, for example, web hosting centers,
where sharing hardware platform among multiple software
outstanding tasks at hand prompts enhanced use and
diminished operating costs. Virtual machine monitors, or
hypervisors, are normally great at confining outstanding tasks
at hand from one another in light of the fact that they intervene
all entrance to physical resources by virtual machines.
Virtualizing the TPM is important to make its capacities
accessible to every single virtual machine running on a
platform. Each virtual machine with need of TPM functionality
ought to be made to feel that it approaches its own private
TPM, despite the fact that there might be a lot more virtual
machines than physical TPMs on the framework (regularly
there is a solitary hardware TPM per platform). It is in this way
important to make multiple virtual TPM examples, every one of
which steadfastly imitates the functions of hardware TPM.
Since the bio-inspired computing has been pulling in, it
expanded the consideration of numerous specialists on
account of its great performance and while settling optimization
problems.

2590 | Page



Volume-04, Issue-05,May-2019

RESEARCH REVIEW International Journal of Multidisciplinary

References

Niroshinie Fernando, Seng W. Loke, and WennyRahayu.
Mobile cloud computing: A survey. Future Generation
Computer Systems, 29(1):84-106, January 2013. ISSN
0167739X. doi: 10.1016/j.future.2012.05.023.

Ronald Perez, Reiner Sailer, Leendert van Doorn, and
Berger, Stefan. vTPM: Virtualizing the trusted platform
module. In Proc. 15th Conf. on USENIX Security
Symposium, pages 305-320, 2006.

Ahmad-Reza Sadeghi, Christian Stible, and Marcel
Winandy. Property-based TPM virtualization. In Information
Security, pages 1-16. Springer, 2008.

John Mitchell, Syed Rizvi, and JungwooRyoo. A Fuzzy-Logic
Approach for Evaluating a Cloud Service Provider. In
Software Security and Assurance (ICSSA), International
Conference On, pages 19-24. IEEE, 2015.

Xu Wu Xu Wu. A Fuzzy Reputation-based Trust
Management Scheme for Cloud Computing. International
Journal of Digital Content Technology and its Applications,
6(17):437-445, September 2012. ISSN 1975-9339, 2233-
9310. doi: 10.4156/jdcta.vol6. issuel7.48.

Saeed Javanmardi, Mohammad Shojafar,
ShahdadShariatmadari, and Sima S. Ahrabi. FR Trust: A
Fuzzy Reputation-based Model for Trust Management in
Semantic P2P BIBLIOGRAPHY Grids. Int. J. Grid Util.
Comput., 6(1):57-66, December 2015. ISSN 1741-847X. doi:
10.1504/1JGUC.2015.066397

RRIJM 2015, All Rights Reserved

10.

11.

12.

Siyuan Liu, Han Yu, Chunyan Miao, and Alex C. Kot. A fuzzy
logic based reputation model against unfair ratings. In
Proceedings of the 2013 International Conference on
Autonomous Agents and Multi-Agent Systems, pages 821—
828. International Foundation for Autonomous Agents and
Multiagent Systems, 2013.

Thomas Stitzle and Holger H. Hoos. MAX—MIN ant system.
Future generation computer systems, 16(8):889—914, 2010.
Cherry Amir, AmrBadr, and lbrahim Farag. A fuzzy logic
controller for ant algorithms. Computing and Information
Systems, 11(2):26, 2007.

L. Shi, Y. Wang, and X. Liu. An ACO-Based Trust Inference
Algorithm. In 2014 Ninth International Conference on
Broadband and Wireless Computing, Communication and
Applications, pages 216-220, November 2014. doi:
10.1109/BWCCA.2014.70.

S. Biswas, P. Dey, and S. Neogy. Trusted check pointing
based on ant colony optimization in MANET. In 2012 Third
International Conference on Emerging Applications of
Information Technology, pages 433-438, November 2012.
doi: 10.1109/EAIT.2012.6408002.

SrinivasSethi and Siba K. Udgata. Fuzzy-based Trusted Ant
Routing (FTAR) Protocol in Mobile Ad Hoc Networks. In
Proceedings of the 5th International Conference on Multi-
Disciplinary Trends in Artificial Intelligence, MIWAI'11, pages
112-123, Berlin, Heidelberg, 2011. Springer-Verlag. ISBN
978-3-642-25724-7. doi: 10.1007/978-3-642-25725-4_10.

2591 | Page



