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Wireless Sensor Networks (WSN) is a most rising technologies and it is also a challenging 

research domains in today’s’ era. A wide range of applications used in WSN’s like, 

education military, health, agriculture, industry/business and environment etc. The WSN 

technology is highly faced with the issues of network and functional security of natural limits 

in energy and computing power. The attacks may affect on any hardware or software to 

damages these networks. These networks produce most recent security threats in contrast 

to conventional techniques, due to various excellent features of the networks. There are 

numerous security goals in the networks and these goals must be kept in mind while 

designing of security solutions for these networks In this study, we have covered a variety of 

security attacks like Jamming, Hello, Sybil, DoS,, & selective forwarding attack and further, 

we focused on other security issues of wireless sensor networks and its countermeasures. 
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1. Introduction  

A WSN is a disciplined network and all wireless sensor 

equipment is identifying as sensor node & every node is 

connected with one to many other sensor nodes. The main aim 

of a wireless sensor network is to gather information from the 

physical world and they monitor the physical or environmental 

state such as sound, temperature, pressure, vibrations or 

pollutants and communicate data through the network 

accordingly. The sensors used in these networks collect data, 

process the data and pass the data through the central node, 

they are beneficial in the environments and infrastructures 

where wires are not suitable. In today’s’ world most of the 

application are working through WSNs which stimulate the 

researcher/scientists to make efforts on other issues 

connected to WSN security attacks.  At all security networks 

include the features of privacy, integrity authorization and 

authentication. To execute security system depends on 

different constraints like a number of sensors range, power and 

its deployments are major challenges in WSN. Further the 

different security attacks like against WSNs, we have covered 

in this paper.  

 

2. Security Goals of Wireless Sensor Networks  

A variety of Sensor networks are distributed networks and 

they share different commonalities with a classic computer 

network Therefore security goals of WSN includes both typical 

& special network requirements must contains attributes such 

as confidentiality, integrity, data freshness, availability, and 

authentication of WSNs.  The major security goals of Wireless 

Sensor networks are described below .  

  

2.1 Data availability :  

 It ensures that services and information can be 

accessed at that time that when they are required. 

 Data must be available for operational network.  

 To move the packets network services should be 

available.  

 To develop the various resources nodes should be 

competent.  

 

2.2 Data authentication :  

 It ensures the uniformity of the message by identifying 

its source 

 Its objectives are necessary to achieved when 

clustering of nodes is performed.  

 Data authentication is the ability to receiver and 

verifies the data received from correct sender. 

 In two way communications the sender and the 

receiver share a secret key to compute through 

Message Authentication Code (MAC) of all 

communicated data 

 

2.3 Data freshness :  

 Data freshness ensures that message is recent, 

where the old message is not reuse 

 To attain data freshness network procedures must be 

planned in a system to recognize duplicate packets 

and throw away them to stop possible mix-up. 

 Fresh data verify that data is fresh and no previous 

information has been repeated. 

 Timestamp can be utilize to ensure that 

information/packets are fresh..  

 

2.4 Data Integrity 

 It is a service which promises that information are not 

be modified during the transmission.  

 It defends the network against the alteration of 

communications. 

 It ensures and confirms the consistency of data will 

not tamper.  

 Data privacy refers to protection of informations from 

harmful nodes. 
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2.5 Self-Organization :  

 WSNs various nodes for operation can be installed on 

different locations.  

 In self organization the nodes are easy to move to 

self-healing in network 

 WSN is ad hoc network and each node is self-

determining in the network. 

 

2.6 Time Synchronization :  

 The WSNs calculate the uninterrupted stay of a 

packet. 

 The sensor network applications are depend on time 

synchronization. 

 The WSNs may require set of synchronization for 

tracking more applications. 

 

3. Attacks in Wireless Sensor Networks 

In regards to security threats the basic networking 

protocols and sole characteristics are completely helpless. 

Attacks can take place at any level such as active and passive 

attacks. The majority of routing protocols have not planned and 

designed the security systems that’s why attackers can break 

the security networks smoothly, for example jamming, 

tampering, exhaustion and collisions and many more attacks 

etc. A diversity of attacks against WSNs is acknowledged and 

its countermeasures are also covered in this section. 

 

 
3.1 Wormhole attack : In wormhole attack, attacker 

pressure the sender and receiver nodes when they 

are located at distance of one to two steps but 

genuinely this distance have multiple steps & typically 

both are out of range. Normally selective forwarding 

and wormhole attacks are used in combination. It 

incarcerates the data/information at one spot and 

repeats them at different spot either unaffected or 

fiddled. If wormhole attack used in combination with 

Sybil attack then detection of attack is more difficult.  

 

3.2 Hello Attack : In this attack, when attacker with high 

transmission power can throw or repeat hello packets 

which are used for neighbour detection. The attacker 

generates an false impression of being neighbor to 

further nodes and primary routing protocol can be 

disturb which help additional style of attacks. This 

attack is one of the least complicated attacks in 

wireless sensor networks. Therefore energy gets 

exhausted as nodes seek to send messages to 

receiver that is away from their frequency scope. 

 

3.3 Selective Forwarding : It is a very dangerous attack 

against wireless sensor networks which can change 

the entire sensor network communication.  

 

3.4 Sybil attack . This attack regularly objects fault 

tolerant ideas including distributed storage, topology 

maintenance, and multi-hop routing. It is a single 

attacker that presents and creates different characters 

to other nodes in wireless sensor networks. The sybil 

attack is normally used to harass several types of 

protocols. It is a location based serious threats which 

exchanged the location information by efficient routing 

protocols. 

 

3.5 Inside and Outside attack (laptop-class / Mote-

class attacks) :In this attack the attackers have at 

least one authorized node in the network to steal the 

key/code. It is also known as insider attack (mote-

class attack).  Secondly, in the outside attack the 

attacker does not have any particular access to the 

network is called outside attack.  Another attack 

where attacker can access more helpful controlling 

devices having additional battery power, more 

competent CPU, vigorous radio communication and 

sensitive antenna etc., are also known as laptop-class 

attacks.  

 

3.6 Jamming : In this attack, the attacker interfaces with 

communication frequencies and it include various 

types of jamming attacks.  

 Jam signals transmitted when traffic is sensed is 

called reactive jamming,  

 It corrupts the packets when jamming attack work 

constantly.  

https://www.thesaurus.com/browse/vigorous
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 A flow of information in the network is fraudulent 

transfer through jamming attack.  

 

3.7 Exhaustion and collisions attacks : In this attack 

the attacker can miss their transmission time on the 

further nodes. Due to this confusion can create in the 

performance of the network. This is known as 

unfairness.   

 

3.8 Tampering : Tempering is easy to perform but pretty 

harmful. In this attack, the attacker may access 

physically modifying and destroying the sensor nodes. 

In other word it is called node capturing in which node 

is conciliation. This attack creates a threat to the 

availability, integrity and confidentiality of the data.  

 

3.9 Denial of Service (DoS) attack: In this attack, fake 

packets are injected by the attackers that affecting the 

availability, integrity and authenticity of the data. This 

attack can be applied in all the network layers such as 

data link, network and transport layer etc. 

 

3.10 Cloning Attack :  It is most difficult problem in WSN 

security. In this attack, attacker crack the sensor 

nodes, terminate it and introduce various copies of 

the node back into sensor network. Cloning provide 

the easy way to attacker to create mischievous nodes 

which can damage the sensor network 

 

3.11 Spoofing : In this attack the attacker can transform 

the routing protocol information. They can also 

generate routing loops and false messages etc. This 

is known as spoofing of routing information.  

 

Security for counter measures on wireless sensor networks 

Jamming 

It can be prohibited by various techniques like  

 Eavesdropping 

 message modification 

 message repeat attacks 

 strong encryption techniques  

 and time stamps are to be used 

Hello 
It can be prevented if every node in the network authenticates to neighboring nodes by identity and 

verify the protocols on trust base stations 

DOS 
To prevent DoS attacks consist, payment network resources, pushback, strong authentication and 

identification of networks. 

Sybil 

It can be prevented by efficient protocols for gateways or base stations. The detection of Sybil attack 

is not simple in wireless network but with the help of radio resource testing it can be used to detect 

its occurrence in the networks. 

Warmhole 
This attack can be identify and prevented through packet leashes method by using geographic and 

temporal information 

Selective forward  It can be prevented by utilizing multipath routing protocols  

 

4. Conclusion  

The wireless sensor networks are growing with rapid 

speed in technology world. The need of WSN applications in all 

the fields where sensor networks are required to perform. Due 

to security and dependability of such networks is highest 

significance and has become the issue of major distress. In 

this paper, we have discussed various security issues and 

attacks in wireless sensor networks. Further, we have also 

covered various security mechanisms to prevent from these 

attacks. Since wireless networks are more susceptible to 

attacks, thus, there is a strong need to design efficient and 

more robust security mechanisms to make wireless networks 

more secure so that the data in such networks should be 

handled with full confidentiality and high security. 
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