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The flood of approaching IP messages and orders them as "good" or "bad" 

contingent upon whether their structure and substance are regarded satisfactory or 

not. Due to the distinctive structure, substance and timing of the SIP "bad" 

messages, their filtering is best completed by a multistage classifier comprising of 

deterministic lexical analyzer and supervised machine learning classifiers. The 

performance and efficiency of our proposed multi-organize filtering framework is 

tested with a large arrangement of SIP based VoIP traffic including both the genuine 

and synthetic traces. The experimental aftereffect of the filtering framework is 

extremely encouraging with high accuracy giving quick attack detection. In this paper 

we will study On the Performance and Efficiency of Multi-Organize Filtering 

Framework with a Large Arrangement of SIP Security Based VoIP Domain. 
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1. Introduction 

The pre-imperative of structuring any security measure for 

VoIP framework is to acquire some learning about the security 

challenges in the VoIP domain. A single scientific classification 

isn't probably going to be complete, hence, different orders of 

potential assaults against VoIP services are characterized by 

analysts utilizing a few distinct perspectives and mapping the 

weakness space along a few axis. So as to empower the 

domain specialists to share, use and trade this learning, it is 

important to have these assault scientific categorizations 

spoken to in some formal path pursued by explicit security 

suggestions and rules for shielding the hidden framework from 

these assaults.  

2. SIP Message Filtering Methodology 

The initial step of our SIP investigation and abnormality 

location process is the control of single messages to decide 

whether they are "great" or "awful" messages with the goal that 

the last can be disposed of, therefore keeping away from the 

likelihood that they can cause the execution of unsafe 

methods. The refinement among "great" and "awful" SIP 

messages is a fairly fluffy idea, since there are a wide range of 

routes for a message to be "awful". Fig.1 demonstrates a 

straightforward order tree to clear the wording of "good" and 

"awful" SIP messages that we have utilized in this theory. 

 

 
Figure 1:Simple binary classification of SIP messages 

 

A "decent" message is basically a substantial SIP 

message that can be effectively translated by its beneficiary. 

This implies the message is grammatically right, semantically 

significant, and comes at the opportune time to trigger a right 

and valuable application choice. From a hypothetical 

perspective, "awful" messages are the supplement of the 

arrangement of "good" messages; however this won't help 

much in the grouping procedure. We characterize the 

arrangement of "terrible" messages as the association of 

"deformed", "slanted", and "malevolent" messages. "Deformed" 

messages are those that essentially are linguistically off-base. 

"Warped" messages are those that, while grammatically right, 



Volume-04, Issue-05,May-2019                                                                             RESEARCH REVIEW International Journal of Multidisciplinary 

RRIJM 2015, All Rights Reserved                                                                                                                                     1102 | Page 

have no importance, can't be translated, are questionable, or 

lead to a stop, and so forth. 

 

Due to the distinctive idea of the structure, substance and 

timing of these "terrible" messages, their order is best 

completed by particular indicators: a multistage classifier. 

Despite the fact that our proposed philosophy "VoIP-Onto" can 

be utilized in a genuine domain for testing or interruption 

identification purposes, it is an intense activity to characterize a 

thorough arrangement of standards so as to distinguish the 

various and perpetual type of "terrible" messages. Thinking 

about this, we limit the extent of our proposed philosophy just 

to share domain information about the taxonomy of VoIP 

assaults and rules of countermeasures with the expectation 

that it will serve as a beginning stage for the new analysts to 

comprehend security hazards in the VoIP domain. 

 

2.1 Lexical Analyzer 

The main stage filtering is performed by the lexical 

analyzer which explores each SIP message to decide whether 

they are a piece of the dialect created by the formal syntax 

which determines the SIP protocol. This straightforward tool 

pursues a deterministic and effective procedure to recognize 

and dispose everything being equal and malformations that 

abuse the language structure. 

 

2.2 Support Vector Machine for Classification 

SIP messages that have passed the lexical analyzer 

channel may at present be "awful" as they can be semantically 

inane or can convey unsafe substance. Location of these 

"awful" messages is an increasingly perplexing undertaking 

and requires a progressively sensitive dealing with, as it's 

anything but a sharp choice whether a message is 

semantically important or not. Any desire for handling this 

issue with an algorithmic or table-drive approach is bound to 

keep running up against the combinatorial blast of the cases 

that should be considered, as there are unending methods for 

forming an "abnormal" or "malignant" message. 

 

2.3 Support Vector Machine 

Essentials the fundamental thought of SVM classification 

is to decipher the dimensional component vectors got from SIP 

messages as focuses in a d-dimensional space. A portion of 

these focuses compare to "great" messages (name them as 

−1) and the others relate to "terrible" messages (name them as 

+1). The classification issue can be viewed as finding a hyper 

plane that isolates the space in two sub-spaces: one 

containing all the −1 focuses, the other all the +1. On the off 

chance that the arrangement of focuses is directly detachable 

into two classes, there are unbounded planes that will work. In 

any case, there is just a single "best" hyper plane that amplifies 

the separation among it and the closest information purposes 

of each class. Unfortunately, usually the case that no such 

hyper plane exists (the arrangement of focuses isn't directly 

detachable) and consequently a few would be mis-

characterized, as they would lay on the "wrong" side of the 

best hyper plane. 

 

 
Figure 2: Linear Support Vector Machine] 

 

 

2.4 SIP Traffic Analysis and demonstrating 

While the ID of linguistically erroneous SIP messages is 

straightforward (e.g., either a messages has a place with the 

dialect characterized by the protocol or it doesn't), recognition 

of semantically unimportant and destructive substance requires 

the classifier to be coordinated and prepared with the 

information about the legitimate framework and clients 

conduct. It requires to associate distinctive messages to pick 

up intensive information about the framework conduct. Truth 

be told, without a profound information of the ordinary conduct 

of the system and clients just real administration 

disappointments would be distinguishable, and even these 

would at present require huge amount of time for their main 

driver ID. 

 

 
Figure 3:Non-linear SVM 

 

3. Conformance and security analysis 

The conformance and security examination of SIP 

messages Part of this work is distributed In this work, SIP 

messages are investigated to be delegated "good" or "bad" 

contingent upon whether their structure and substance are 

regarded satisfactory or not. The arrangement of "bad" 

messages contains those whose syntax is off base and those 

whose semantics can cause issues. Furthermore, there are 

messages that per-se are grammatically and semantically right 

yet that by and large can represent a danger to the framework. 

Correspondingly, in this chapter we mark messages in the 

three sets as malformed, abnormal and noxious messages.  

 

3.1 SIP message filtering system 
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As a result of the distinctive structure, substance and 

timing of the SIP "terrible" messages, their classification is best 

completed by particular identifiers. Quickly, in this work the 

message investigation is completed by a multistage classifier: 

the initial segment comprises of an entirely straightforward 

lexical analyzer that checks if the message complied with the 

grammar of the SIP protocol expressed in. As a result of the 

lexical examination, a sequence of highlights is extricated from 

the surge of messages. These highlights are broke down for 

the second stage in which a Support Vector Machine after an 

appropriate preparing, flags and disposes of those messages 

that were delegated abnormal and vindictive. 

 

 
Figure 4:Architecture of the SIP message filtering system 

 

The multistage architecture is kept up here since it permits 

better detachment of the characteristically extraordinary 

assignments and offers the likelihood of pipelined parallelism 

on isolated equipment if message traffic volumes warrant or 

require classification rates that can't be accomplished by a 

single processor. Besides, multistage SVMs have been viewed 

as more effective than single stage SVM in other classification 

undertakings.  

 

The primary stage pursues a deterministic lexical 

investigation. Given the formal grammar meaning of the 

messages of the SIP protocol (and in this manner, the syntax 

of all SIP messages), the implementation of the lexical 

analyzer can be acknowledged by any of the standard tools 

(for instance, lex) that are accessible under Unix to parse a 

program written in a given programming dialect. The 

undertaking here is in reality significantly more straightforward 

since, the handling can be ceased endless supply of the 

primary syntax error since there is no compelling reason to 

remove a rundown of errors present in the entire message. 

The second and third stage is intended to recognize crooked 

and malignant messages.  

 

3.2 SVM for SIP Message Classification 

As referenced before, we have utilized two separate SVM 

classifiers to filter crooked and noxious SIP messages. The 

grammatically all around formed SIP messages that are 

effectively parsed by the lexical analyzer are additionally 

handled by a particular sort of tokenization, where the tokens 

are critical highlights extricated from the SIP messages; these 

highlights are represented as numerical vectors in highlights 

space and these vectors are utilized by the resulting SVM 

classifiers. The objective of this element choice process is to 

decrease the computational burden and to separate suitable 

information as a SIP message contains huge amount of 

information. These highlights are chosen by expert learning 

about VoIP frameworks and they think about angles identified 

with the substance of each message, and additionally the 

conveyance in time and sort of a flood of messages.  

 

Structure and Content Related: These highlights are 

extricated from individual SIP messages. These highlights 

describe the structure and the substance of a SIP message 

(e.g., protocol adaptation, various leveled structure of a 

message, recurrence of request-line, void line and mandatory 

unique header field, estimation of scalar fields in a message, 

and so forth). These highlights are utilized to prepare the first 

SVM classifier for recognition of crooked messages.  

 

Time and Kind Distribution of SIP Message Stream: While 

the recognizable proof of grammatically and semantically 

inaccurate SIP messages is conceivable by controlling 

individual messages, the recognition of vindictive substance is 

incredibly encouraged by looking at highlights that consider the 

time and measurement of traces acquired from a SIP message 

stream.  

 

4. Results and performance 

Performance assessment of any classifier can be set up 

by breaking down the results over a factually pertinent 

collection of information. In this specific situation, this implies a 

substantial number of SIP traces would be required. We have 

utilized both genuine SIP traces gathered from our foundation 

and synthetic traces produced by our created traffic generator. 

Details about the traffic collection, anonymization and 

generation are examined in Chapter. The first SVM, utilized for 

identification of crooked messages, is prepared with a lot of 

2000 pre-ordered models (a fair mix of good and unfortunate 

messages) where each example message is transformed into 

vectors of 26 highlights. For this classifier, the test set contains 

the unlabeled SIP message vectors that are linguistically very 

much formed however may contain semantic errors. Once 

more, the second SVM classifier, utilized for location of 

noxious messages, is prepared with a lot of 1000 pre-ordered 

precedents (a decent mix of good and unfortunate messages) 

where each example message is transformed into vectors of 

10 highlights. 

 

Table 1: Description of Real SIP Traces 

Description  Number of Msg 

Total message  242,714,093 

Message with syntax error 2,627 

Syntactically well-formed but “bad” 

message 
0 

Syntactically well-formed but “good” 

message 
242,711,466 
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4.1 SIP Dataset 

The arrangement of the gathered example from our 

organization comprising of around two years SIP traces is 

utilized here for experimental reason. Out of more than 242 

millions messages in the informational collection, just 2,627 

contain syntax errors in discretionary header handle; every one  

 

of them are appropriately dismissed by the lexical 

analyzer. The rest of the messages are passed to the first SVM 

classifier for next dimension filtering; those messages were all 

"great" messages and the SVM did not dismiss any of them In 

the messages gathered at our establishment, there were no 

"awful" messages what so ever, which perhaps could be 

normal. There were one or the other neither “crooked” 

messages, nor "malicious" messages sent with the goal of 

making disturbances of service or of harming the system. To 

check the lack of "terrible" SIP messages in our gathered 

example, synthetic "awful" messages produced by "SIP-Msg-

Gen" are infused into the flood of genuine SIP messages 

gathered at our establishment. 

 

4.2 Kernel Selection and Parameter Estimation 

Effective utilization of SVM requires an understanding of 

its parameters and their impact over classification exactness. 

Specifically, the selection of an explicit kernel work, (for 

example, direct, Radial Basis Functions (RBF), polynomial, 

and so forth.) and tuning of the kernel parameters, (for 

example, the RBF kernel parameter γ or the degree for 

polynomial kernel) can firmly impact the precision of the SVM 

classification. Another vital parameter is the supposed soft 

edge consistent C which controls the exchange off between 

amplifying the edge and limiting the preparation error.

 

 

 
(a)                                                                                 (b) 

Figure 5: Behavior of SIP protocol attribute during (a) real legitimate normal traffic, and (b)INVITE flooding attack 

 

Table 2: Description of synthetic “malicious” scenarios in the dataset 

Scenario  Description  
Duration 

(in minutes ) 

Test 

cases  

Total 

messages 

INVITE flooding Peek hour in week days  10 20 40,000 

INVITE flooding Peek hour in week days 30 10 30,000 

INVITE flooding In weekends  10 10 1000 

REGISTER  

flooding 
Peek hour in week days 30 10 20,000 

REGISTER  

flooding 
Off- Peek hour in week days 10 10 2,000 

Call teardown attack Peek hour in week days 10  10 5,000 

Call teardown attack Peek hour in week days 10  10 5,000 

 

 

There are no explicit calculations or techniques for 

choosing the most encouraging SVM arrangement parameters, 

as this, much like in other machine learning techniques, ends 

up being information subordinate. Nonetheless, there are a few 

rules that assistance in parameter selection. As proposed in 

the support guide of LibSVM) we made utilization of the 

generally utilized cross approval procedure to appraise the 

likelihood of test error of a learning calculation. In our scan for 

an appropriate parameter arrangement, we performed a k-

overlap cross-approval. For our situation we have utilized k=10 

which implies that the 800 SIP messages that were utilized for 

preparing of the SVM were randomly alloted to k=10 subsets. 

Every subset was then tried (approved) utilizing the classifier 

prepared on the rest of the (k − 1) subsets utilizing an explicit 

arrangement of parameters. The k results are found the middle 

value of to acquire a single list. The whole procedure was 

rehashed for each arrangement of parameters. 

 

5. Performance evaluation 

The performance of the proposed architecture is estimated 

through its efficiency, which is characterized by the 

classification accuracy, and its effectiveness, which is the 

time/effort required for classification.  

 

The mixed dataset (mix of genuine and synthetic SIP 

messages portrayed) contains 252, 817, 093 SIP messages. 

All experiments are done in a machine of Intel Core i7 CPU, 

2.0 GHz Quad-core and 8 GB RAM memory. The normal time 
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for the proposed filtering framework to group a SIP message is 

0.50 millisecond/msg. This time is the accumulation of 

preparing time of individual filtering stage. It is discovered that 

about 0.40 millisecond/msg times is required by the lexical 

analyzer to perform syntax checking of a SIP message, while 

the two SVMs require 0.05 millisecond /msg each.  

 

We have likewise taken a gander at the latency between 

the beginning of an attack and the time slipped by before the 

second SVM can detect it. In the test cases of attack scenarios 

the attack begins gradually from zero and increments until the 

point that it achieves the most extreme rate, at that point, the 

greatest rate is kept up consistent until the point that the attack 

stops. We saw that the SVM classifier can detect the attacks 

when the traffic achieves the most extreme rate.  

 

5.1 Dimension Reduction 

For each SIP message in the informational collection 

(preparing and testing) a vector of 26 highlights was separated. 

Be that as it may, working with such a high-dimensional space 

is computationally overwhelming and perhaps pointless as a 

portion of the highlights in this way extricated show to be 

associated to each other. Subsequently, we utilized Principal 

Component Analysis to diminish the quantity of highlights used 

to represent information. The subsequent dimensionality 

reduction would give a less difficult representation to the 

information, a reduction of the memory prerequisites and 

eventually, a quicker classification. 

 

 
(a)                                                      (b) 

Figure 7: Results of Principal Component Analysis, (a) variance, and (b) cumulative proportion of principal components 

 

The consequence of applying PCA to our dataset is 

outlined in Fig.7 which demonstrates the "change" and the 

"aggregate extent of fluctuation" of the got key components 

and from which we can see that the initial four key components 

that are maximally connected as of now contain 92% of the 

information conveyed by the first 26 highlights and the initial 17 

foremost components contain 100% of the information. This 

prompted a third experiment, in which the performance of the 

SVM classifier was assessed when utilizing just the initial 17 

important components rather than the first 26 highlights. Not 

surprisingly, the accuracy of the classification utilizing just the 

17 essential components is nearly as high as the one got 

utilizing the first 26 highlights (99.45% v. 99.97%, individually). 

 

6. Conclusion 

This proposal has contributed to the field of security of SIP 

based VoIP in several ways, looking both into general issues 

like defining a formal representation of VoIP related security 

issues and more specific topics like to design and 

implementation of traffic analysis and filtering systems. The 

first contribution is a filtering system for the conformance and 

security control of the SIP based VoIP services. This proposed 

filtering system can be considered as a second line of defense 

of SIP based VoIP networks to detect the violation of existing 

security policies. It analyzes the stream of incoming and active 

SIP messages of the network to discard the messages with 

syntax and semantic errors. Considering the difference in 

structure, Content and timing of the "erroneous" SIP 

messages, the proposed filtering system consists of a 

multistage classifiers. The first stage controls the validity of the 

message syntax through a deterministic and efficient process. 

While first stage filtering is straightforward, as the classification 

is crisp (either a messages belongs to the language or it does 

not), the second stage requires a more delicate handling, as 

it's anything but a sharp decision whether a message is 

semantically meaningful or not. The approach we followed for 

this progression is based on utilizing past experience on 

previously classified messages, i.e. a "learn-by-example" 

approach. 
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