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Ransomware is the most commonly known attack till date and all the security professionals 

are working on how to safeguard environment from such attacks and how to recover the 

data once the encryption has happened. Here we will be discussing about one of the well-

known ransomwares called as Crypto-Ransomware. 

We have seen, this is the nightmare for some of the professionals but let‟s discuss about the 

positivity and methods we can use in future to safeguard systems in future. In this document 

we will learn the method used by hackers to safeguard the encryption from all the potential 

methods to unlock it. We are aware of the technology new discoveries, and new 

methodology to rectify such attacks, but we do not have clear idea how it all starts and how 

it starts it‟s work in the backend and when the time comes, administrators are left with no 

options other than paying to hackers to get the data back. 
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1. Introduction 

Ransomware is the technique used to encrypt the data 

drives at file level and makes it inaccessible till the time 

administrator provides the key to decrypt it. These files are 

encrypted in such order that the starting of the encryption does 

not gives any idea that it is encrypting the files in backend and 

with the time, it starts encrypting operating system files from 

where the administrator gets the idea that something is 

happening. Here we will discuss about one of the most critical 

ransomware known as Crypto-Ransomware working and how 

it uses the encryption algorithms and makes the situation 

worse for administrator. 

 

Let‟s start with the types of ransomware known till the date 

and know there working and understand the working behavior 

of it. There are three types of ransomware known till the date 

and they are Scareware Ransomware, Lock Screen 

Ransomware and Crypto Ransomware. 

 

 
Fig-1. Types of Ransomware 

 

This figure provides the types of Ransomware identified 

and reported so far from different part of globes. Lock Screen 

Ransomware if one of the well-known among the types, but 

the solution was already designed by the operating system 

manufacturing companies. The operating system recovery 

feature helps in resolving this type of attack. Due to this 

limitation of attack, impact was not spread as desired by 

attackers. Scareware is second type of ransomware attack. 

Scareware was designed in such a way that the Microsoft 

users gets pop-ups on their machines “The files on machine 

are corrupted and can be resolved once you download the 

software from the website”. This attack was limited to the 

Microsoft Operating System users and attackers was charging 

some-ware around 4-10$ for the software suggested by the 

pop-ups. Users think that the files in their machines are 

infected and they must purchase the software to mitigate the 

issue. Many users purchased the software which was just for 

scaring purpose. Most common attack of this type was 

Antivirus XP 2008. Over the period, Scareware started 

downloading the malware on the victim‟s machine and resulted 

in malfunctioning of the operating system. Malware like this 

was not difficult to remove from the operating system and the 

impact was also limited to the users of Microsoft Operating 

system. Crypto-Ransomware is one of the major attacks 

which left the victims helpless and was difficult to identify at 

initial stage and the remediation is also not yet feasible. 

Crypto-Ransomware uses file encryption to lock all the files on 

the victim‟s systems. In cases where users were infected with 

scareware or lock screen ransomware, their system files were 

not impacted. In this, users are faced with losing their data if 

the ransom is not paid within the allotted time. Over the period, 

the attackers manage to implement new techniques to 

strengthen their impact on the infected system. In September 

2013, Crypto-Locker was released and was the first 

cryptographic malware spread by downloads from 

compromised websites. Computers that were at risk of being 

infected were those running workstation operating system like 

Windows XP, Vista, Windows-7, Windows-8 and Windows 

Servers like 2008, Windows 2008R2, Windows 2012. Apple or 

Linux were not at risk during this time. Ransom paid for these 

attacks were in the form of digital currency like Bitcoin, which is 

still not legal in any countries. 

 

2. Crypto-Ransomware 
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Crypto-ransomware has grown to such a level that the 

attackers now use the best possible methods to avoid any 

leaks in private keys, which is used to decrypt the encrypted 

files on victim‟s operating system. Due to least knowledge on 

Crypto Ransomware the victims are growing in multiples. In 

this document we will discuss about the types of encryption 

used for the process and the mechanisms used by the 

attackers to force the victim to pay the amount of the data 

recovery. 

 

Once the victim downloads the ransomware, unknowingly, 

the program executes with just a click of the user. The format 

of the file can be any depending upon the variety. We will be 

discussing about the executable format of the file which is used 

by the windows to install the software and register it on the 

victim‟s system registry.  

 

Ransomware source code executes the code and start 

encrypting the files with the formats defined. Formats for Text: 

doc, docx, msg, odt, wpd, wps, txt; Data Files: csv, pps, ppt, 

pptx; Audio Files: aif, iif, m3u, m4a, mid, mp3, mpa, mav, 

wma; Video Files: 3gp, 3g2, avi, flv, m4v, mov, mp4, mpg, 

vob, wmv; 3D Image Files: 3dm, 3ds, max, obj, blend; Raster 

Image Files: bmp, gif, png, jpeg, psd, tif, gif, ico; Vector 

Image Files: ai, eps, ps, svg; Page Layout Files: pdf, indd, 

pct, epub; Spreadsheet Files: xls, xlr, xlsx; Database Files: 

accdb, sqlite, dbf, mbd, pdb, sql, db; Games Files: dem, gam, 

nes, rom, sav; Temp Files: bkp, bak, tmp; Config Files: cfg, 

conf, ini, prf; Source Files: html, php, js, c, cc, py, lua, go, 

java. Once the encryption on these formats will be done, then 

code will start writing the values in Registry for showing errors 

and alert messages. 

 

In Registry, codes will be changed for the files so that the 

values cannot be determined by the applications to read the 

file from the folder mentioned. As the files are now encrypted 

and format of the files are now changed to “. encrypted”, so no 

file opening applications can read the content as it is 

encrypted. 

 

3. High Level Description of AES-256 

AES-256 is one of the most secure algorithms for 

encryption of data as mentioned by US National Security 

Agency. This algorithm uses 128 fixed block size and key size 

of 256 bits. AES-256 operates on a “4 x 4” column-major order 

array of bytes. AES calculations are done in a particular finite 

field. 

1. Key Expension – round keys are derived from the 

cipher key using Rijndael‟s key schedule. AES 

requires a separate 128-bit round key block for each 

round plus one more. 

2. Initial round key addition – each byte of the state is 

combined with a block of the round key using bitwise-

XOR. 

3. 9, 11, 13 rounds 

a. SubBytes – a non-linear substitution step where each 

byte is replaced with another according to a lookup table. 

b. ShiftRows – a transposition step where the last three 

rows of the state are shifted cyclically a certain number of 

steps. 

c. MixColumns – a linear mixing operation which 

operates on the columns of the state, combining the four bytes 

in each column. 

d. AddRoundKey 

1. Final round (making 10, 12 or 14 rounds in total) 

A. SubBytes 

B. ShiftRows 

C. AddRoundKey 

 

4. Optimization of Cipher 

On systems with 32-bits or larger words, it is possible to 

speed up execution of this cipher by combining the SubBytes 

and ShiftTows steps with the MixColumns step by transforming 

them into a sequence of table lookups. This requires four 256-

entry 32-bit tables (together occupying 4096 bytes). A round 

can then ber performed with 16 table lookup operations and 12 

32-bit exclusive-or operations, followed by four 32-bit 

exclusive-or operation can be performed with a single 256-

entry 32-bit table (occupying 1024 bytes) followed by circular 

rotation operations. Using a byte-oriented approach, it is 

possible to combine the SubBytes, ShiftRows and MixColumns 

steps into a single round operation. 

 

5. High Level Discussion of Generating Private Key 

Once the data in the described format has been encrypted 

then a key value gets generated to decrypt the data again in 

the desired format. Now, we will discuss about the process we 

propose to safeguard the key for decryption. Once the data is 

encrypted and key with format “. pem” gets generated, I will 

store the key on remote server over the internet. A secure 

HMAC value will be used to copy the key to the server over the 

internet and while downloading the key, a local key needs to 

be placed in the space provided on the victim‟s screen. Let‟s 

discuss about the process used by HMAC. HMAC (keyed-hash 

message authentication code or hash-based message 

authentication code) is a specific type of message 

authentication code (MAC) involving cryptographic has function 

and a secret cryptographic key. It may be used to 

simultaneously verify both the data integrity and the 

authentication of a message as with any MAC. Any 

Cryptographic has function, such as SHA-2, SHA-3 (Secure 

Hashing Algorithm) may be used in calculation of a HMAC; the 

resulting MAC algorithm is termed HMAC-X, where X is the 

hash function used (eg: HMAC-SHA256 or HMAC-SHA3). The 

cryptographic strength of the HMAC depends upon the 

cryptographic strength of the underlying hash function, the size 

of its hash output and the size and quality of the key. HMAC 

uses two passes of hash computation. The secret key is first 

used to derive two keys – inner and outer. The first pass of the 

algorithm produces an internal hash derived from the message 

and the inner key. The second pass produces the final HMAC 

code derived from the inner hash result and the outer key. 

Thus, the algorithm provides better immunity against Length 

Extension Attacks. An Iterative hash function breaks up a 

message into blocks of a fixed size and iterates over them with 

a compression function. Note: HMAC does not encrypt the 

message instead, the message must be sent alongside the 

HMAC hash. Parties with the secret key will hash the message 

again themselves and if it is authentic, the received and 

computed hashes will match. 

 



Volume-04, Issue-02,February-2019                                                                         RESEARCH REVIEW International Journal of Multidisciplinary 

RRIJM 2015, All Rights Reserved                                                                                                                                         889 | Page 

Function created to call the portal for HTTP will be used to 

connect to hacker‟s server hosted over the internet using 

domain name or Public IP address (optional). To connect to 

the server, there is a key stored on the victim‟s machine which 

will help victim‟s machine to authenticate to the server and 

connect it over the internet. This key will be retrieved by the 

victim once the hacker will provide the path and password of 

key on his machine. Once the victim able to provide the 

passcode from the local file on his PC, then victim‟s machine 

will then try to access the path of the server where it stored the 

file containing the Private Key for decryption. This process of 

accessing the hacker‟s portal to store and retrieve the private 

key from victim‟s machine is done using GET and POST 

operation used in HTTP and HTTPS for data read and write 

process. Vitim‟s machine will connect to hacker‟s server hosted 

over internet and save the private key to make it difficult for 

victim to recover the useful data on his machine. This method 

was not introduced by hackers before 2017. Hackers were 

using victim‟s machine to store the private key “. pem” to 

decrypt the data. This method had loophole which was 

allowing user to find the key to decrypt the data and making 

hacker helpless for ransom. With the method, encrypting data 

and storing key on remote server allows the hacker to have the 

complete transparency and full control on the private 

encryption key. 

 

If we discuss about the Crypto-Locker, the data used to be 

encrypted by the use of encryption algorithm, but the limitation 

was there. Limitation was leaving the private encryption key 

over the victim‟s machine which was later found by the 

administrator and used the same to decrypt the data 

encrypted. Over the period, this attack is no longer surety of 

ransom for the hackers. All the efforts done by hackers does 

not provide ransom. Now the administrators have clear idea of 

how it is working, and they easily fetch the private key. 

 

In this document, we discuss about the limitation of other 

ransomware types (Crypto-Locker, Scareware, Lock-Screen 

Ransomware) and how secure is the private encryption key. 

This project needs some pre-requisites which includes 

deactivation of anti-virus on host machine, Administrator rights, 

files should be available to encrypt i.e. they should not be 

encrypted while running this setup. 

 

This document provides us the working of encryption 

process, limitation of other ransomware attacks reported so far, 

how secure is the data if it is not encrypted, and most 

importantly clicking the file types which are not genuine and 

cannot be trusted. The most important part that we covered in 

this document, once we have all the efforts in place to achieve 

the desired encryption then how to secure the important part of 

the process, in this case it is Private Encryption Key. All the 

efforts done by the hacker or administrator are worthless if they 

cannot secure the key process or data of the machine. The 

hackers have used the process of most secure algorithms 

against the users themselves by their data, which are not easy 

to decrypt without private encryption key. This process is like 

the same process used by many of the other processes which 

are used to encrypt the data to safeguard the data from the 

hackers or from misuse. This process defines the similar 

processes and uses some of the processes used to read and 

write the data over the internet over HTTP or HTTPS. One of 

the key features that we have used in this process is storing 

the private encryption key over the remote server over internet 

using either domain name or Public IP address. This 

process of storing the private encryption key over the remote 

server is one of distinguishing feature which makes this type of 

attack one of the secure attacks. 

 

Now, as we have secured the data from being retrieved or 

decrypt by victim or administrator, next step of action is the 

way the ransom needs to be charged without getting into the 

hands of law enforcements. To meet this requirement, the 

traditional technology used to store, and transfer ransom are 

not used, rather Bitcoin. Bitcoin is a form of cryptocurrency, 

a form of electronic cash. It is a decentralized digital currency 

without a central bank or single administrator that can be sent 

from user-to-user on the peer-to-peer bitcoin network without 

the need intermediaries. Transactions are verified by network 

nodes through cryptography and recorded in a public 

distributed ledger called a blockchain. Bitcoin was invented by 

an unknown person or group of people using the name Satoshi 

Nakamoto and released a open-source software in 2009. 

Bitcoins are created as a reward for a process known as 

mining. They can be exchanged for other currencies, products 

and services. Bitcoin has been criticized for, its use in illegal 

transactions, its high electricity consumption, price volatility, 

thefts from exchanges and the possibility that bitcoin is an 

economic bubble. Bitcoin has also been used an investment, 

although several regulatory agencies have issued investor 

alerts about bitcoin. All the properties described above 

supports the statement of security for hackers where they can 

charge the ransom in the form of bitcoin which are not 

traceable and cannot be determined by any of the servers as 

this is not something server dependent. 

 

6. Conclusion  

From this document we have seen that ransomware is the 

tool which encrypts the data and generates the key for against 

the encrypted files and stores it somewhere on the system 

itself which is not full proof in terms of attack. So, in this 

document I have discussed about the storing of the key over 

the network, possibly hacker‟s portal, in sub directory. This 

approach makes the recovery difficult and impossible for the 

victim to get the key without proper guidelines/script to fetch 

the key over the internet. 

 

Disclaimer  

This document does not violate any content copyrights. This 

document is not intended to appreciate the hacking or attacking 

someone’s machine without their concerns. This document also does 

not encourage the use of this document to produce any illegal activity 

according your country law for Cyber. This document is only for study 

and research purpose. This document also discusses the latest 

algorithms used to encrypt the data on machine AES-256, how to 

make sure the data decrypted is retrieved securely using hashing 

algorithms i.e. SHA-2, SHA-3. This document also discusses about the 

process that can be used to store or retrieve the data over the internet 

using HTTP and HTTPS’ GET and POST method. 
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