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This paper proposes a simple and fast method for splicing detection in images based on
discrete wavelet transform (DWT) and statistical texture features of the image. Splicing is a
common image forgery operation involving merging of two different images to create a new
image to conceal or change the information conveyed by the original images. The fact that
splicing forgery introduces new texture into the original image in addition to sharp transitions
and abrupt changes is exploited in the proposed method. Images are firstly subjected to 3
level DWT decomposition followed by image reconstruction using the detail sub bands only.
Using the original image and the reconstructed images five Gray level difference method
(GLDM) texture features are obtained to form feature vectors. To lower the feature
dimensionality, instead of the features their statistical mean and standard deviation is used
to form the feature vector. Finally support vector machine classifier is trained to classify the
test images as authentic or spliced. The proposed approach can be used to detect if a given
test image is authentic or spliced with an accuracy of 92 % on CASIA image dataset and

82% on Columbia image dataset.

1. Introduction

This decade has seen a huge leap in digital imaging
technology and so has the fraudulent means to create fake
images. The development of photo editing software tools have
made editing of images very easy that too without leaving any
trace of manipulation. Among the available forgery techniques
image splicing and copy-move are the two most common and
easy to carry forgery techniques [1,2,3] While Splicing involves
cutting and merging of two images, copy-move is copying a
portion of the image and pasting it at some other place in the
same image. Copy-move detection is easier than splicing
detection [4] since in copy-move forgery there is a reference
region in an image of which a duplicate is to be searched while
in splicing detection there is no such reference region. As such
developing a technique to detect splicing in images is of prime
importance. An example of splicing forgery is shown in fig.1. All
three images are taken from CASIA tide image dataset.

Figurel. Two images merged to form spliced image.

Number of approaches have been devised to authenticate
images and are broadly classified as active methods and
passive methods [1,2]. Active methods rely on digital
signatures and digital watermarks which are inserted into the
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image during generation [5,6]. Whereas Passive
authentication requires no new facts regarding the image [7,8 ]
and is therefore achieving huge popularity. Passive methods
make use of the fact that even though forgery may not be
visible but it does change the underlying statistics of the image
[2]. Splicing detection falls into the category of passive
detection technique .The texture micro patterns of image are
altered due to splicing operation [9] in addition to introduction
of sharp edges and transitions. We have developed a
quantifiable feature for these artifacts and employed this
feature set to discriminate between authentic and spliced
image. Wavelet analysis which has become an significant tool
in image processing due to its superior behavior to capture
sharp transitions and its multi resolution capabilities in both
spatial domain and frequency domain [10] has been employed.
Due to its transition capturing behavior DWT may be suitable
to capture splicing in images since splicing creates transitions
in image. Since the texture image also changes as a result of
merging of two images, GLDM texture features are employed
for texture feature extraction. GLDM texture features are relies
on difference between gray levels pairs thus may be suitable to
capture the texture changes that splicing introduces. The rest
of the paper is organized as section 2 gives an overview on the
state of art splicing detection techniques, section 3 & 4 gives
brief description of DWT and GLDM techniques, Section 5
explains the proposed method and its implementation, section
6 presents and discusses the results and finally the paper is
concluded in section 7.

2. Related work

Splicing disturbs the underlying statistics of the image [2],
based on this a lot of research work is carried out in the
direction of splicing detection based on inconsistency of
features such as jpeg compression[11, 12], blur inconsistency
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[13,14 ]15 ),illumination inconsistency [15], camera response
function [16], noise inconsistency [17,18] . However these
techniques do have certain limitation in splicing detection when
post processing operations are applied. For example resizing
the image before pasting it and blurring the spliced edges may
remove the traces of artifacts used by above techniques. Zuo
[19] method based on jpeg compression and resampling
artifacts does not work well in case images are not
compressed before merging. The method proposed by Kakar
et al.([13] works for linear motion blur only and fails in case
motion is more complex. It also fails to differentiate motion blur
and out of focus blur. The method proposed by Bahrami et
al.,[14] based on blur inconsistency, fails to detect multiple blur
types and works for images with a single motion blur. The
method proposed by Liu et al.[15] depends on the consistency
of shadow illuminations however the method fails in case the
lighting environment is complex as it assumes a single source
of light. Splicing is known to destroy texture micro patterns in
an image as reported by Hussain et al.[9]. Image texture has
been reasonably used for forgery detection. Motivated by Shi
et al.[19] Dong et al.[20] proposed use of edge statistics for
splicing detection achieving an accuracy of 76.52% with
reduced computation complexity. Hakimi et al., [21] proposed
use of LBP and DWT for splicing detection reporting accuracy
of 97.21 % on CASIA dataset. Shen et al. [22] proposed GLCM
features of difference block DCT array to capture texture
changes due to splicing. The method achieved an accuracy of
97.73% with feature dimensionality of 96. We have attempted
use of Gray level difference method (GLDM) features of
original image and reconstructed images which are obtained
after three level DWT decomposition of original image. As
reported by Tsiaparas et al., [23] the prominent texture
information is held in detail sub bands. So we eliminate the
approximate sub band information in the reconstructed image.
Additionally the image is reconstructed from the detail wavelet
sub bands only as the reconstructed image enhances the
difference of authentic and spliced image [24]. A brief
description of DWT and GLDM are given in next sections.

3. Discrete Wavelet Transform

Wavelet analysis is an important tool in image processing
due to its superior behavior to capture sharp transitions and its
multi resolution capabilities in both spatial domain and
frequency domain [10]. Due to its transition capturing behavior
it may be suitable to capture splicing in images since splicing
creates transitions in image. DWT has been used in past for
forgery detection as suggested by Chen et al., [11] using Haar
transform, however this approach use all sub bands .1-level
DWT of a gray-scale image is obtained as follows:

Wm,n) = 7= SN B3 (6, )P (x,7) (@)

Where (M, N) is the dimensions of the image I(x, y). ®(x,
y) is defined as the scale function. W(m, n) is the
approximation sub image of I(x, y) and (m, n) is the position of
each pixel. Consider

1 _ —
VVi(m' n) = WZXMZ& Z;V:Ol I(X', }’)'pz (X, y)(Z)
A detail description of the variables is given in [23]. The
input image can be divided into approximate and detail sub-

bands. LL represents the approximate image and sub-bands
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LH, HL and HH represent the detail coefficient. To further
obtain the next coarse levels the sub-band LL is decomposed.
A three level DWT on of image is shown below in Fig. 2

Figure 2Images and corresponding decomposition images after 3-level
DWT

by
b
.
Yy

e

Considering the computation cost images are
decomposed up to three levels in the proposed method. During
reconstruction the original image is synthesized from the
coefficients obtained in the decomposition stage. This
transform is called ‘Inverse Discrete Wavelet Transform’
(IDWT).

4. Gray Level Difference Method (GLDM)

GLDM is concerned with the magnitude of difference of
co-occurring gray level pixels. GLDM may be described (Mir et
al.,1995; Weszka et al.,1976) on a digital image f(x,y) for a
displacement ‘®’ = (Ax,Ay), where Ax and Ay are integers, as
fA(X,Y)=|f(x,y)-f(x+Ax,y+Ay)|. Let § (i/d) be the estimated
probability density function associated with values of i of ‘f, i.e.

g (i) = P(fs(x.y)=i) @)

It is easy to compute § (i/6)from image f(x,y) by calculating
the number of times each value of fA(x, y) occurs, where Ax
and Ayare integers. This method considers four possible forms
of & They are (0,d),(-d,d),(d,0) and (-d,-d) where d is the inter
sample spacing distance and we have used d=1in the
proposed method. We will refer to the functions § (i/d) as the
gray level difference density functions. From each of these
density functions five texture features are defined. They are as
follows.

Contrast =  XN97"i2g (ild) 4
Angular Second Moment=_¥"'[g (i/3) 1%(5)
Entropy = £/ 8 (i/5) 10g(d (3)) (®)

Mean = %71 (i/3) (7)

Inverse Difference Moment = Zﬁvfo_l ?lglﬁz (8)

GLDM is based on difference between gray level pairs
thus may be suitable to capture the texture changes that
splicing introduces.

5. Proposed Approach & Implementation

The proposed method makes use of wavelet analysis.
Wavelet analysis captures inconsistencies caused by splicing
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since splicing creates sharp transitions and boundaries. We
have attempted possible detection of splicing using wavelet
analysis and texture features as it has not been attempted
before. The method extracts GLDM texture features from
image to classify it as authentic or spliced. The suggested
technique is diagrammatically shown in Fig. 3. Implementation
is discussed in below sub-sections.

5.1 Database: The publically available dataset for splicing
are CASIA [26] and Columbia Dataset provided by DVMM,
Columbia University [27]. The details of both are given in table
1 below.

Table 1
Training and Testing data
Training Set Testing Set
Database | Natural images | Spliced images
Natural | Spliced | Natural | Spliced
CASIA 800 921 668 767 133 153
Columbia | 933 912 776 760 155 154

The datasets are designed so as to benchmark the blind splicing detection algorithms. All experiments in this paper are

conducted on these two datasets.

Original Image | 5| Pre-processing

Decision
(Authentic/Spli
ced)

Image
3-Level | | reconstruction|;
DWT (LL=0,
LH; HLi, HHi)

GLDM Feature
Extraction
(L1(i=1,2,3))

Train SVM <]

Feature
Vector

A

Test

Image

Figure3: Proposed method for splicing detection

5.2 Pre-Processing

The input RGB image is first converted to YCbCr color
space. It characterizes an image into luminance component(Y)
and chrominance component (Cb or Cr). Image content is
mostly preserved in Y component and hides the tampering
traces strongly [28]. The splicing caused edges are more
detectable in chroma component Wang[28]. The edges caused
by splicing are emphasized in chroma channel Kaur &
Gupta[29]. Furthermore Chrominance components are a good
texture representations than the gray level or luminance
component in YCbCr [30].

Hence further processing is performed on all three
channel of YCbCr. The conversion is done using formula:

Y .299 .587 .117 16
<Cb> = <—.299> <—.587> < 886) + (128) 9)
Cr .701 —-.587/ \.114 128
Y is the weight sum of R, G, and B channels; Cb is the

blue difference and Cr channels red-difference components.
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Splicing detection in images is regarded as detection of weak
signals in presence of strong image content. Thus detection of
splicing is not preferred in Y channel since it reserves
maximum image content. On the contrary, Chroma channel
holds less image content and it therefore suitable for detection
of splicing traces.

5.3 DWT Decomposition and Image Reconstruction

3-level DWT using Daubechies wavelet is applied to Y ,
Cb and Cr image component and to the gray scale images
from CASIA dataset yielding approximate high scale low
frequency component (LL) and detail low scale high frequency
components at each level(LH,HL,HH). After DWT
decomposition images RI; (i=1,2,3) are reconstructed by
removing the content in sub-band LL; (i=1,2,3). The reason for
using reconstructed image is to enhance the difference
between authentic image and spliced image [23] and to
weaken the residual image content. The reconstructed image
is an edge image that contains the edge information of the
original image.
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5.4 GLDM Feature Extraction

The textural feature based on statistics encapsulates the
relative distribution of frequency. Five textural features ( ASM,
Mean, Entropy,Contrast and IDM) are extracted from GLDM for
a chosen distance d =1 in four directions (6= 0, 45, 90,135).
Textural features are calculated from the original image and
the corresponding reconstructed images after DWT
decomposition. These features are calculated at {d=1,6=
0}{d=1,6= 45}{d=1,6= 90},{d=1,6= 135}. Traditionally the
features extracted from GLDM are directly used as features.
However in order to better describe the relationship between

pixels and the distribution properties of intensity in nature
mean and standard deviation are calculated over the similar
feature types. Hence a set of {Mey,
SD1,Me»,SD2,Me;3,SD3,Mes,SDa,Mes,SDs, '} from all five
features based on GLDM in four directions is obtained forming
a 10 dimension feature vector as shown in Fig 4. Similarly 10-
D feature vector for each RIi (i=1, 2, 3) is calculated. Finally,
we concatenate the four 10-D feature vectors obtained for the
original image and reconstructed images to get a 40-D feature
vector for splicing detection in images as shown in Fig 5.

Calculate 5 Features of Each GLDM

Calculate GLDM
In Four Directions o
$FEE SR
Mk Meanl SD1
Image —> GLDM(5) ) Mrard o —»  vector
GLDM(90) eyt Fpi - ipsi Mean4 .SD4 :
GLDM(135) S IR E Mean5.5D3
1Rl iFSi
Original source image or e Feature Vector
reconstructed image Calculate mean and Standard  of the image
deviation of each type of feature
Figure 4:Feature Extraction Step
Original Image
T Ei?rt-:crt?on —3» 10D feature vector
Reconstruct Image RI1 Feature 10x4=40D
'_)(LL1=0,I_H1,HI_ L and HH1) e Extraction |—»{ 10D feature vector — B
Reconstruct Image RI12
T|@L2=0.LH2 HI 2and HH2)|——M Ei?,t:crte,on —» 10D feature vector M
Reconstruct Image RI3 Feature
(L }_3:0:1_1.13_1;]_33“11{;{3)_)' Extiacton —| 10D feature vector

Figure 5: 40- D Feature vector generation procedure in the proposed method.

5.5 Classifier

Support vector machine is utilized as the classifier in our
experiments, using RBF kernel. We have used LS-SVM [31].
In the experiments, all the authentic images are labeled as +1
(positive), while all the spliced images are labeled as -1
(negative). Then the classification of images into authentic and
spliced images becomes a binary decision problem.

Software platform used for experimentation is
MatlabR2009b on windows7 core i3 processor PC. We have
conducted 20 independent tests. In each test set 5/6 authentic
images and 5/6 spliced images are used to train SVM and the
remaining 1/6 of the images are used for testing the classifier.
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The average of the 20 tests forms the final result. Performance
measures calculated to evaluate the method are True positive
rate (TPR), True negative rate (TNR), accuracy and receiver
operating characteristics (ROC) curve.

5.6 Performance Evaluation

In binary classification the results are labeled either as P
Or N There are four possible outcomes. True
Positive(TP),True Negative(TN), False Positive(FP) and False
Negative(FN) where TP and TN means the predicted value is
actual value and if the actual value is N and predicted value is
P then it is said to be a false positive (FP) and False Negative
(FN) is when the predicted outcome is N and actual value is P.
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Performance measures calculated to evaluate the method are
True positive rate (TPR), True negative rate (TNR), accuracy
and receiver operating characteristics (ROC) curve.

True Positive Rate:

TPR = —2 %100
TP+FN

True Negative Rate

TNR = —~_ %100
TN+FP

6. Results & Comparison

Experimental results are presented in order to validate the
proposed method. The proposed method is evaluated on
CASIA. TPR, TNR and accuracy are used to evaluate the
results. Different combinations of Y, Cb and Cr are considered.
In each channel experiment the 40-D feature vector is
calculated according to the above described approach.

Table 2 shows the results of different channels for splicing
detection as performed on CASIA dataset

Accuracy: Itis average value of TPR and TNR
Accuracy = % x100
Table 2
Detection Results obtained on CASIA dataset
Channel | TPR | FPR | Precision | AUC | F1-Score | Accuracy | Feature Dimension
Y 78.00 | 12% 88.14% .872 82.6% 83% 40
Cb 90.1 7% 93.24% .932 91.6% 91.5% 40
Cr 91.00 | 6.5% 93.9% .958 92.3% 92 % 40

The results obtained using Columbia dataset is shown
below in table 3. Images available in Columbia dataset are

for gray scale images as well.

gray scale images as such the suggested method is evaluated

Table 3
Detection Results obtained on Columbia dataset
Channel TPR FPR | Precision | AUC | F1-Score | Accuracy
Gray 83.00% | 18.5% 815 .85 82.3% 82.2 %

From table 2 and 3 it can be noted that in terms of
accuracy in single channel, accuracy using gray images gives
poor detection accuracy. The highest detection accuracy is
achieved by feature extraction in Cr channel. Corresponding
ROC curve is shown in figure 6. ROC curves typically features

true positive rate on the Y axis, and false positive rate on the X
axis. ROC curve is a graphical illustration for the performance
of a binary system. In machine learning TPR is also known as
Sensitivity and FPR is also known as Specificity.
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Figure 6:ROC curve

From table 2 and table 3 and Fig 3.11 we can see that the
detection accuracy of proposed method is higher for CASIA
dataset than for Columbia dataset. One reason may be due to
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the small size of images (128x128) in Columbia dataset as
compared to CASIA image (384x256) and second reason is
that images in CASIA dataset are evaluated in YCbCr
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channels while in Columbia images being gray scale are
evaluated as such. The ROC curve shows an accuracy of 92%
for Cr channel in CASIA dataset. However performance for
Columbia dataset is 82 % only.

Comparison

For comprehensive evaluation of the proposed technique,
we compare the results obtained using the proposed method
with some state of art image splicing detection techniques.
The comparison of the proposed approach to the recent
methods is tabulated below in table 4. The features extracted

by the methods are also shown. The comparison results are as
reported by the original papers. As shown by the table the
proposed method performs reasonably well in comparison to
other methods. Though the detection accuracy for methods
proposed by Muhammad et al.(2014)]and Shen et al.(2016)
are better. However the feature dimension of both methods
Muhammad et al.(2014) and Shen et al.(2016) is nearly double
that of our proposed method. When compared to other
methods, our method performs better in terms of detection
accuracy as well as feature dimension.

Table 4:
Comparison results of the proposed technique and other methods.
Method Feature used Feature Dimension | Accuracy
CASIA | Columbia
Dong et al.[20] Run length and edge statistics 61 76.52%
He et al.[24] Approx. run length 30 - 80.58%
He et al.[2] Markov Features 100 89.76% | -
Shen et al.[22] TF-GLCM 96 97.73% | -
0,
Kaur & Savita[29] DWT+LBP 1024 92.62% 75.93%
Muhammad et al.[32] | Gabor + DCT 70 97.90% |
Proposed Method GLDM 40 92% 82%

7. Conclusion

In this paper a splicing detection method based on DWT
and texture features is proposed. DWT is able to capture sharp
transitions in image while GLDM capture texture changes
introduced in the image as a result of splicing process. Firstly
the image is subjected to three level DWT followed by image
reconstruction from the detaill sub bands zeroing the
approximate details. Texture feature GLDM is calculated for
the image and the reconstructed images in four directions.
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