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Cloud computing is a for the most part new arrangement of activity after matrix computing to 

make available computer assets as a help of end clients open over a framework. Distinctive 

definitions and understandings of the articulation "cloud computing" exist on the planet 

community of clients. Cloud computing is developing and continues being the latest, most 

publicized thought in data innovation industry. Cloud computing brings out different 

observations in different people. These enhancements may make issues to law prerequisite 

workplaces (LEA) all through the world who are successfully connected with digital 

wrongdoing examination especially in cloud. The strategies which were proposed for the 

affirmation of the sketched out structure titled "A Novel Digital Forensic Framework for 

Cloud Computing Environment", are taken a stab at using the private cloud test-bed setup 

using OpenStack cloud game plan. The strategies can in like manner be had a go at using 

unmistakable private cloud arrangements, for instance, Eucalyptus, OpenNebula, VMware 

vCloud, etc. 
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1. Introduction 

1.1 Digital Forensic 

As referred to by Ben Martini and Kim-Kwang Raymond 

Choo, digital forensics is a by and large new sub-train of 

forensic science among other ordinary forensic science 

disciplines. Digital forensics has different identical words 

including PC forensics, digital forensics, computational 

forensics and forensic computing.  

 

Today, the digital forensic network uses the definition that 

was given by NIST which share a couple of resemblances with 

McKemmish and DFRWS in the four stages as given 

underneath.  

 Collection organize discusses perceiving essential 

information, protecting its uprightness and anchoring 

the information 

 Examination arrange uses robotized and manual 

gadgets to isolate information of interest while 

ensuring conservation  

 Analysis arrange is stressed over getting 

accommodating data from the eventual outcomes of 

the examination  

 Reporting stage is stressed over the course of action 

and presentation of the forensic investigation  

 

The most broadly perceived target of performing forensics 

is to get a predominant understanding of an event of energy by 

finding and separating the assurances related to that event. 

The basic stages that are required for a forensic strategy are 

accumulation, examination, investigation and enumerating as 

showed up in the going with figure. Digital forensic process 

changes substance of a storage media into proof. In the midst 

of this change, there are three stages. 

 

1.2 Cloud Computing 

Cloud computing is a for the most part new arrangement 

of activity after matrix computing to make available computer 

assets as a help of end clients open over a framework. 

Distinctive definitions and understandings of the articulation 

"cloud computing" exist on the planet community of clients. 

Vaquero et al. investigated in excess of 20 cloud computing 

definitions and saw that enter terms required in an irrelevant 

definition are versatility, pay-per-use utility model and 

virtualization. The most extensively used significance of the 

cloud computing was given by Peter et al. in the NIST 

extraordinary publication.  

 

Arrangement Models  

Private Cloud: In this model, the cloud framework is totally 

worked by the cloud proprietor organization. It is within 

information center where the framework is arranged at the 

organizations premises. One can set up this kind of cloud 

computing condition using arrangements like OpenStack, 

Eucalyptus, OpenNebula, VMWare, etc.  

 

Public Cloud: The cloud specialist co-op (CSP) claims the 

cloud foundation and makes it open to the general populace or 

a broad industry gathering. Amazon, Microsoft and Google are 

the genuine open cloud specialist co-ops in the present IT 

industry.  

 

Community Cloud: This resembles the lattice computing 

model in which a couple of organizations with customary 

concerns (e.g., mission, security essentials, course of action, 

and consistence thoughts) share the cloud foundation. 

Assorted private cloud information centers can be related with 

shape this kind of a computing model. The overall public cloud 

specialist co-ops like Amazon, Microsoft, etc can pass on this 

kind of cloud organize in perspective of the client essentials.  
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Hybrid Cloud: This model is an organization of something 

like two clouds (private, community, or open). Hybrid cloud 

configuration requires both on-premises assets and off-site 

(remote) server based cloud foundation. Eucalyptus, VMWare, 

etc., are instances of Hybrid cloud organization arrangements.  

 

Qualities  

On-request Self-benefit: A client of a cloud jars game 

plan computer assets without the necessity for correspondence 

with the cloud specialist organization work drive. For example, 

one can sign on to Amazon EC2 and get virtual assets, for 

instance, isolated, storage, memory and network inside 

minutes.  

 

Expansive Network Access: Ubiquitous access to virtual 

assets in cloud, i.e., access to assets in the cloud is open over 

the network using standard procedures in a way that gives 

arrange free access to clients of various sorts.  

 

Resource Pooling: A cloud specialist organization makes 

assets that are pooled together in a structure that support 

multi-occupant use. Physical and virtual frameworks are 

capably dispensed or reallocated as required.  

 

Quick Elasticity: Resources can be quickly and adaptably 

provisioned. The system can incorporate assets by either 

scaling up frameworks (even more compelling computers) or 

scaling out frameworks (more computers of a comparable 

kind), and scaling may be customized or manual. From the 

standpoint of the client, cloud computing assets should look 

unlimited and can be purchased at whatever point and in any 

sum 

 

Estimated Service: The use of cloud system assets is 

estimated, investigated, and offered an explanation to the 

client in perspective of a metered structure  

 

1.3 Cloud Forensics  

As there is no fascinating definition available for cloud 

computing, it is too early to expect an importance of a rising 

district like cloud forensics. According to Ruan et al, cloud 

computing relies upon expansive network get to. Network 

forensics oversees forensic examinations of networks. Thusly, 

cloud forensics is a subset of network forensics. Furthermore, 

they consider it to be a cross educate of cloud computing and 

digital forensics.  

 

We describe cloud forensic as "the way toward applying 

distinctive digital forensic stages in cloud arrange dependent 

upon the organization model of cloud". For example, digital 

forensic process used for private cloud may change from that 

of open cloud condition.  

 

2. Brief Review  

Josiah Dykstra and Alan T Sherman (2012) it is the way 

toward account the physical scene and duplicate digital proof 

using organized and recognized procedures. This procedure is 

known as imaging (a little bit at a time copying) of digital 

storage media. This procedure furthermore may not be 

possible in the cloud condition on account of its virtualized 

nature. Or on the other hand perhaps, explicit remote 

information gathering can be functional for cloud wrongdoing 

investigation.  

 

John Sammons (2012). Digital information made for any 

reason must be secured in genuine design with the objective 

that it is easily available for also handling. Any information 

which is secured as 0's and 1's is named as digital information. 

In the digital/computing condition, various devices are 

proposed for securing such information. Today, information is 

generally secured in three differing ways: electromagnetism 

(Magnetic Disks - hard plate), minute electrical transistors 

(Flash memory - USB, Solid State Drive, etc.), and reflecting 

light (Optical Storage - CDs, DVDs, etc.).  

 

A draft report from the National Institute of Standards and 

Technology saw that "little bearing exists on the most capable 

technique to anchor and lead forensics in a cloud arrange" and 

recommended that the current acknowledged methods runs 

still apply to digital forensics in the cloud computing condition  

 

Stamp Taylor, John Haggerty, David Gresty, and David 

Lamb (2011).It may be hard to get a couple or most of the 

servers physically in a cloud information center as a result of 

the servers which are topographically scattered (may be in 

different districts) or 20 contain multi-occupant information 

(dismissing security of inhabitants). Cloud forensic essentially 

differs with traditional digital forensic in information anchoring 

stage. Rest of the stages is tantamount beside information 

disengagement of logs in cloud condition which helps in the 

examination. Similarly, a couple of researchers have pointed 

out that the obtainment of information in cloud is a front line 

issue while looking at cloud based crimes.  

 

There were number of reviews coordinated in mapping the 

norms and guidelines available for the traditional digital 

forensic procedure to the cloud computing condition. The 

Incident Management and Forensics Working Group mapped 

the forensic standard ISO/IEC 27037 to cloud computing.  

 

Marcus K Rogers, James Goldman, Rick Mislan, 

Timothy Wedge, and Steve Debrota (2006) different 

arrangements have been proposed by various authorities to 

decrease the general preparing time of the digital proof. 

Rogers et al. (2006) have proposed a live forensics 

demonstrate called Cyber Forensic Field Triage Process Model 

(CFFTPM), which oversees gathering noteworthy information 

on the wrongdoing scene.  

 

Vassil Roussev,CandiceQuates, and Robert Martell. 

Constant digital forensics and triage (2013) The model, went 

for time-essential examinations, describes a work procedure 

for on-scene recognizing confirmation, investigation and 

comprehension of digital proof, without the essential of getting 

a whole forensic copy or taking the system back to the lab for a 

start to finish examination. Vassil Roussev et al. (2013) 

figured forensic triage as a persistent computational issue with 

specific particular requirements and used these necessities to 

survey the sensibility of different forensic methods for triage 

purposes.  
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Chung et al. have proposed a forensic model for 

examination of cloud storage administrations (Amazon S3, 

Google Docs, Evernote, Dropbox) using which investigation of 

relics show in the client contraptions, for instance, Android 

phone, iPhone, Windows structure and Mac system can be 

possible. Darren Quick and Raymond Choo have separated 

the information leftovers of cloud storage administrations 

(Dropbox, GoogleDrive, and Microsoft SkyDrive) on client 

machines  

 

Garfinkel in his examination paper has shortened the 

investigation headings of digital forensics for the 

accompanying 10 years from the year 2010. He proposes to 

the digital forensic research community to get regulated and 

estimated techniques for information depiction and digital 

forensic preparing. He makes a generous point about the 

versatility and endorsement of the current mechanical 

assemblies. He says, digital forensic frameworks that are 

made and used today are on modestly little informational 

collections (n 10,000). Here "n" insinuates the amount of JPEG 

records, size of plate in TB (tera bytes), 28 hard drives, PDAs, 

etc.  

 

Rogers et al. (2006) have proposed a live forensics show 

called Cyber Forensic Field Triage Process Model (CFFTPM), 

which oversees gathering critical learning on the wrongdoing 

scene. The model, went for time-essential examinations, 

describes a work procedure for on-scene recognizing 

verification, investigation and comprehension of digital proof, 

without the essential of getting a whole forensic copy or taking 

the structure back to the lab for a start to finish examination  

 

Vassil Roussev et al. (2013) nitty gritty forensic triage as 

a persistent computational issue with specific particular 

essentials and used these necessities to survey the propriety 

of different forensic systems for triage purposes. Fabio 

Marturana et al. (2013) proposed a "machine learning based 

digital forensic triage system for computerized course of action 

of digital media".  

 

Kyungho Lee et al. (2013) proposed another triage 

demonstrate fitting in with the necessities of explicit seizure of 

electronic proof by investigating Law Enforcement officers who 

are related with the on area chase and seizure of digital proof. 

In like manner, there are various digital forensic triage 

instruments which are used to assemble wrongdoing related 

information quickly and can secure decency. Neither of the 

current instruments nor the starting late proposed forensic 

triage systems use any parallel handling structure to achieve 

digital forensic triage. 

 

3. Objectives 

The targets of this examination work incorporate the 

accompanying:  

1. Investigate the challenges and necessities of 

forensics in the virtualized condition of cloud 

computing  

2. Plan a digital forensic structure for the cloud 

computing frameworks from the view reason for 

operator and also cloud engineering  

3. Address the issues of dead/live forensic examination 

inside/outside the virtual machine that continues 

running in a cloud domain  

4. Utilizing digital forensic triage in the examination and 

midway investigation time of cloud forensics 

 

4. Problem Statement 

Cloud computing is developing and continues being the 

latest, most publicized thought in data innovation industry. 

Cloud computing brings out different observations in different 

people. These enhancements may make issues to law 

prerequisite workplaces (LEA) all through the world who are 

successfully connected with digital wrongdoing examination 

especially in cloud. The work "A Novel Digital Forensic 

Framework for Cloud Computing Environment", would 

empower a pro or the Cloud To specialist organization to get a 

general idea of performing digital forensic examination in cloud 

computing condition. The digital forensic methods that are 

proposed in this investigation can scale to cloud information for 

dealing with the examination of the cloud crimes. The 

proposed procedures for the midway investigation would 

empower the forensic specialist in restricting the general 

preparing to time of a cloud wrongdoing under investigation. 

The digital forensic research community which is viably drawn 

in with the sketching out and headway of the digital forensic 

instruments for cloud computing frameworks, could consider 

the cloud forensic design showed in this work as a sort of point 

of view model. In a word, the work showed as a noteworthy 

part of this report can be a way ahead to fight digital crimes in 

cloud computing frameworks.  

 

5. Future Scope  

The strategies which were proposed for the affirmation of 

the sketched out structure titled "A Novel Digital Forensic 

Framework for Cloud Computing Environment", are taken a 

stab at using the private cloud test-bed setup using OpenStack 

cloud game plan. The strategies can in like manner be had a 

go at using unmistakable private cloud arrangements, for 

instance, Eucalyptus, OpenNebula, VMware vCloud, etc. The 

created rationality of the digital forensic triage using parallel 

preparing was finished using the Hadoop framework, which 

was not consolidated with any digital forensic investigation 

mechanical assemblies to use for looking models in the proof 

record. Later on work, one could fuse the precedent look for 

office using the proposed methodology in the open source 

programming called Digital Forensics Framework (DFF). Also, 

one can take up the execution of the digital forensic triage 

using Amazon Elastic MapReduce (Amazon EMR) to 

document the instances of excitement for the given proof.  

 

We concentrated on an IaaS (Infrastructure-as-a-Service) 

transport model of the cloud for performing digital forensic 

development. As a future work, the layout and headway of the 

forensic techniques for the PaaS (Platform-as-a-Service) and 

SaaS (Software-as-a-Service) transport models of cloud 

computing may be taken up.  

 

It may fit use Machine Learning principles to plot and 

develop new techniques to deal with the issue of digital 

forensic triage. As another differentiating alternative to our 

proposed methodology for growing the profitability of the 



Volume-03, Issue-11, November-2018                                                                         RESEARCH REVIEW International Journal of Multidisciplinary 

RRIJM 2015, All Rights Reserved                                                                                                                                     930 | Page 

examination, one could plan to 102 use Machine Learning 

counts for incorporate extraction, prioritization of the proof, 

request of the proof, etc to separate and separate wrongdoing 

related components inside the virtual machine.  

 

6. Research Methodology  

In NTFS, the MFT is the rule information structure that 

contains all the data required to recuperate documents. The 

primary record of MFT gives bits of knowledge about the plan 

of MFT, the total size of MFT and whether an explicit record is 

correct presently being utilized or not. The Bitmap property in 

the fundamental record exhibits the status of a MFT record. 

The property contains a progression of bits where each piece 

addresses the dispersion status of a MFT record. If a bit is set 

to 1 then the relating MFT record is being utilized. It suggests 

that the record addresses a normal undeleted document. If the 

bit is zero then the record isn't used at present and it may 

contain data about a document that has been deleted. Our 

preference is to perceive the hidden virtual machines using 

information streams, and not to recuperate the first or 

eradicated documents.  

 

For recognizing a covered virtual machine inside a NTFS 

document system, we have to check each record in MFT, and 

see the proximity of named information properties if any in the 

MFT record. In case present, the going with channels are 

associated with check the metadata data of the document. 

These three channels guarantee that, the covered document is 

in truth a virtual machine record.  

 

 Check for the record augmentation (.vmdk, .vhd, .vdi, 

.qcow2, and so forth.)  

 Check for the record measure limit (>1GB)  

 Check for the header signature (Table 1)  

 

In the stream outline as showed up in the Figure 1, if 

DACount = 1, that suggests the record does not contain any 

kind of named streams. If DACount>1, the document may 

contain somewhere around one named streams (Alternate 

information streams) in it. The figuring elucidated in the outline 

proceeds by at first getting the amount of information 

properties of a MFT record and underlining through each 

datum credit to check whether it contains a VM's virtual disk 

document (.vmdk, .vhd, .vdi, .qcow2, etc.). The procedure 

continues for MFT records of the significant number of 

documents open inside a NTFS distribute. 

 

The first and second channels are imperative conditions to 

check whether a given record is a virtual machine document or 

not, but instead not satisfactory. By virtue of the fundamental 

channel, a client can without a doubt change the document 

augmentation (signature miss-match), and one can't condemn 

in perspective of just expansion. The record augmentation can 

be scrutinized from the stream name trademark. The second 

channel does not guarantee that a given document is a virtual 

machine record and not a video record for instance. The first 

and second channels can go about as improvement to the third 

channel. As each and every document has a stand-out header, 

it is sufficient to facilitate the header of a given trade 

information stream record with the header of a virtual hard disk 

record. Table 1 exhibits the header marks of different virtual 

disk documents. 

TABLE 1 

File 

extension 

Header signature 

.vmdk 4B444D56(KDMV) 

.vhd 636F6E6563746978(concentrix) 

.qcow2 514649FB(QFI.) 

.vdi 5644492E(VDI.) 

 

To get the header of a given substitute information stream 

document, one have to scrutinize the foremost pack's 

underlying couple of bytes apportioned to the stream. The 

stream document size can be gotten from the stream header 

quality. The acknowledgment count which we prescribed can 

be used by the cloud specialist organization to screen the 

activities of the virtual machines from the host working 

structure. The cloud specialist organization can pre-

mastermind the virtual machine examples with the discovery 

 

 
 

7. Expected Outcome 

In this examination work, we will keep an eye on the 

troubles and essentials of performing digital forensics in cloud. 

We have arranged a non explicit digital forensic structure for 

cloud. We will prescribe strategies for dead/live forensic 

acquiring and investigation inside/outside the virtual machines 

and moreover arranged a digital forensic triage for the 

examination and partial investigation of virtual machines in the 

cloud computing frameworks. 
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In particular, we will keep an eye on the stresses; a digital 

forensic pro may defy in the midst of the examination in cloud 

computing condition. In the going with portions, we condense 

the purposes of enthusiasm of the work finished as a 

noteworthy part of this investigation.  

 

This investigation work would enable digital forensic 

examination in the cloud condition by filling the gap that exists 

between the standard digital forensics and the cloud forensics 

which is decidedly uncommon due to the virtual condition of 

cloud computing frameworks. We believe that, the work 

showed in this examination will be taken forward by the digital 

forensic research community to create new techniques for 

performing digital forensics to consider the prerequisites of the 

dynamic changing nature of the cloud. 
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