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Smart Phone usages increased day by day due to various application and services available 

in the trendy world. Smart phones provides N number of facilities to the users like internet 

banking, emails, messages, map, etc. At the same time vulnerabilities also increased in 

rampant manner. Mobile theft is also a major problem in the modern world. In our research 

paper we are providing a novel security approach to find the stolen mobiles by remotely. 

The proposed model implemented and tested with android platform. This approach will be 

more use full for public sector. 
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1. Introduction  

In Modern world, usage of smart phones has become a 

vital part of day to day activities of people. Even we can say 

this decade is called as “Smart Phone Decade”.  Smart phones 

are now at the peak of popularity in their usage of accessing 

the internet which includes mail access, social networking, 

mobile shopping and mobile banking.  

 

Smart phones have sensitive and critical data of user like 

messages, contact details, important mail communications, 

personal information, call records, videos, photos, etc. So loss 

of smart phone is a very high amount of dangerous which may 

not be affordable in many cases. Few surveys about mobile 

theft in various countries have been studied. To avoid these 

kinds of issues we need an intelligent application to be run in 

mobile to eradicate mobile theft and track the mobile even after 

change of the SIM also. 

 

Remote accessing is more important when we left our 

mobiles in office, home or stolen by someone.  If we left in 

home there won‟t be a major issue but in case of office or some 

other place or stolen by someone it will make major problem. 

Third party can steal your information like your contact details, 

incoming calls, messaging, emails, photos, video‟s, etc.  

 

To avoid these kinds of issues we need an effective 

mechanism to prevent our data‟s and mobile information‟s and 

secret data‟s. In our research we are introducing a novel SMS 

based approach for handling remote mobile devices.  

 

2. The Proposed Model 

The proposed model introduced full Control over smart 

phone through Short Message Service (SMS) and we should 

incorporate some necessary security constraints. It is Start with 

„#‟ symbol and following to personal security key. If it matches 

then proceed the following functionality or else it consider as a 

normal text message. Another Remote android phone itself can 

activate this function and access. When SMS is reaching the 

destination end client node will take full control of another 

device in terms of functionality. 

 

 In normal mobile phones, we couldn‟t install the 

application. In this case, the users will communicate directly 

through SMS. So the symbols are not matched ignore 

message to process. That directly show to user visible and that 

consider as a normal message. If it is matched to take a 

command. So we process only achieved by authenticated 

person to access or control a recording Android phones and „#‟ 

following password set as a user defined one. 

 

3. Block Diagram 

 
Diagram1:  Block diagram of Remote Access 
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4. Remote Access 

 

Diagram 2: Working Principle of Remote Access 

 

The important purpose of this application is access a smart 

phone to remote devices through the SMS and control the full 

functionality of remote device. Then we have to consider a 

mobile security. So we have an authentication then only access 

this application. In case of authentication means “# then 

followed by personal security key”.  The remote access 

diagram clearly explains a method. How to access the one to 

another device? The host1 is an android phone user and host2 

also android phone user.  
 

So host1 wants to access a control of host2. The host1 

must require personal security key of host2. Then only able to 

access a host2 so first thing host1 know as a personal security 

key and send to SMS vice conversation. If it is match the 

personal security key then to take a control of mobile. 

Whatever command host1 send that are present in the 

database itself that execute and able to operate a mobile 

phone. The database was presented in the application that 

contains a predefined function. The SMS commands are 

invoke corresponding functions. The function is run background 

of the mobile environment. 

 

“#...”GPS_ON or OFF 
Switch ON the GPS. 

Switch OFF the GPS. 

“#...”BLUETOOTH_ 

ON or OFF 

Switch ON the Bluetooth. 

Switch OFF the Bluetooth. 

“#...”SWITCH_ON or OFF 
Switch ON the Phone. 

Switch OFF the Phone. 

“#...”MESSAGE_     READ 

or WRITE 

Read or Write SMS to 

Inbox 

“#...”CAMERA_ON or OFF 
Switch ON the Camera. 

Switch OFF the Camera. 

“#...”etc…, Etc…., 

Table1: Sample Commands which are executed in background 

 

The above table is describing a functions and methods in 

the application. The many functions are available in this 

application. If the key is match then execute the corresponding 

methods or else show like a normal SMS.  

 

If a send “#2047” GPS_ON message to host2. Then 

received a host2 and check a # and following personal security 

key. If it is match to check message content. Then it invokes a 

corresponding process. 

 
Diagram 3: Enabled GPS location in Victim Node 

 

 

a. SAMPLE CODE: 

 if(s!=key){ 

Intent intent = new Intent 

("android.location.GPS_ENABLED_CHANGE"); 

                intent.putExtra ("enabled", true); 

               } 

So we have successfully GPS ON using remote android 

phone. That way to proceeds all the function and methods 

execute. That is a sample code to execute by AVM machine. 

 

5. Conclusion 

In this paper we have implemented a novel approach for 

detecting the theft mobiles or left mobiles based on the SMS 

command. Since SMS is the basic operation for every mobile, 

this technique work in all the mobiles. Security features are 

very important for mobile phones in the trendy world. Most of 

the valuable information‟s are available in our mobile phones or 

tablets. We believe that this approach will help to mobile users 

and trendy people. 

 

6.  Future Work 

Since this is very emerging and recent technology, 

researchers can use their ideas any of mode into to our work. 
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We couldn‟t stand in front of the technology improvement and 

growth but research is the major factor for all innovation and 

technology growth. 
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